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(54) DIGITAL DATA RECORDING DEVICE AND METHOD FOR PROTECTING COPYRIGHT AND 
EASILY REPRODUCING ENCRYPTED DIGITAL DATA AND COMPUTER READABLE 
RECORDING MEDIUM RECORDING PROGRAM 



(57) A data transmit/receive unit receives encrypted 
digital data distributed through an electronic music dis- 
tribution system and records the digital data on a pri- 
mary recording medium. Digital data have been 
encrypted in different encryption systems according to 
the distributers, and include attribute information indi- 
cating the encryption systems. The encryption system 
of digital data that has been extracted by a data extrac- 
tion unit is judged by a judging unit and decrypted by an 
appropriate decryption unit. An inherent information 
obtaining unit obtains the identification information of a 
secondary recording medium or a playback apparatus 



according to whether the secondary recording medium 
can be removable from the playback apparatus. An 
encryption system designation unit selects one out of a 
plurality of encryption units according to the obtained 
identification information. The selected encryption unit 
creates a encryption key according to the identification 
information and encrypts the digital data. A recording 
unit records the digital data on the secondary recording 
medium. An accounting unit charges according to 
accounting information in the attribute information. 
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Description 

FIELD OF THE 1NVFNTION 



[0001] The present invention relates to a digital 
data recording apparatus, a digital data recording 
method, and a computer-readable recording medium for 
protecting copyrights of digital data. 

BACKGROUND OF TU E INVENTION 

[0002] Thanks to the recent widespread use of the 
Internet, distribution of music with so-called EC (Elec- 
tronic Commerce) has been developed, in which 
desired music data is downloaded from a homepage 
using a PC (Personal Computer) and the bill is charged 
to a credit card, for instance. The widespread of the 
music distribution through the Internet using the EC 
(referred to "electronic music distribution" in this specifi- 
cation) would reduce the necessity for consumers to go 
to record shops and might drastically change the distri- 
bution of music, which has been mainly distributed by 
CDs (Compact Discs). 

[0003] Meanwhile, many people listen to music not 
only at home but also on their way to office, school, 
home, and in a car using a portable playback apparatus 
and the like. In these cases, music data must be 
recorded on a portable medium such as an MD (Mini 
Disc). 

[0004] Regarding electronic music distribution, 
delivery companies adopt a variety of encryption sys- 
tems to protect copyrights. More specifically, a different 
optimum encryption system is adopted according to the 
manufacturing company, the distribution route, the 
usage pattern, and the like. Under the circumstances, 
when music data that has been distributed through an 
electronic music distribution system is recorded on an 
MD, the playback apparatus is required to decode the 
music data on the MD according to the adopted encryp- 
tion method. As a result, the playback apparatus is 
bulky, expensive, and not useful for users. 
[0005] It is useful for users when music data that 
has been distributed through an electronic music distri- 
bution system is decoded at the time of recording on an 
MD since playback apparatuses can be inexpensive. 
[0006] In this case, however, unauthorized duplica- 
tion of music data is encouraged, so that the copyright 
of music data cannot be fully protected. 

DISCLOSU RE OF TMF INVENTION 

[0007] It is accordingly an object of the present 
invention to provide a digital data recording apparatus, a 
digital data recording method, and a computer-readable 
recording medium for protecting copyrights and repro- 
ducing music data recorded on a recording medium with 
an inexpensive digital data playback apparatus. 
[0008] The above-mentioned object may be 
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achieved by a digital data recording apparatus for 
recording digital data on a recording medium that may 
include: a communication unit for receiving encrypted 
digital data via a digital network; a decryption unit for 
s decrypting the encrypted digital data that has been 
received by the communication unit; an encryption unit 
including a plurality of encryption sub-units that re- 
encrypt decrypted digital data in encryption systems 
having different security levels; a recording unit for 
w recording digital data that has been re-encrypted by the 
encryption unit on the recording medium; and a control- 
ler for controlling the decryption unit and the encryption 
unit, wherein the controller has one of the plurality of 
encryption sub-units re-encrypt the digital data that has 
15 been decrypted by the decryption unit. 

[0009] As a result, it is possible to record digital 
data that has been re-encrypted by the encryption unit 
and can be easily reproduced by the playback appara- 
tus. It is also possible to protect the copyright since the 
20 digital data has been re-encrypted. 

[0010] The above-mentioned object may be also 
achieved by the digital data recording apparatus, 
wherein the digital data that has been recorded on the 
recording medium is reproduced by a playback appara- 
25 tus, the encryption unit includes: a first encryption sub- 
unit for re-encrypting digital data using an encryption 
key that has been created according to identification 
information of the recording medium; and a second 
encryption sub-unit for re-encrypting digital data using 
30 an encryption key that has been created according to 
identification information of the playback apparatus; and 
the controller judges whether the recording medium is 
removable from the playback apparatus, has the first 
encryption sub-unit re-encrypt the decrypted digital 
35 data when the recording medium is removable from the 
playback apparatus, and has the second encryption 
sub-unit re-encrypt the decrypted digital data when the 
recording medium is not removable from the playback 
apparatus. 

^0 [001 1 ] As a result, when digital data on a recording 
medium is reproduced by a playback apparatus, the dig- 
ital data may be reproduced by re-encrypting the digital 
data using an encryption key that has been created 
according to the identification information of the record- 
45 ing medium. On the other hand, when digital data on a 
recording medium is reproduced by a specific playback 
apparatus, the digital data may be reproduced by the 
specific playback apparatus by re-encrypting the digital 
data using an encryption key that has been created 
so according to the identification information of the specific 
playback apparatus. 

[0012] The above-mentioned object may be also 
achieved by the digital data recording apparatus that 
may include an accounting unit for conducting an 
55 accounting process via the digital network, wherein the 
controller determines an accounting value according to 
an encryption sub-unit that has re-encrypted the 
decrypted digital data, and controls the accounting unit 
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so that the controller conducts the accounting process 
according to the determined accounting value. 
[001 3] As a result, it is possible to select one of the 
plurality of encryption sub-units that re-encrypt digital 
data in encryption systems having different security lev- 5 
els and to pay a charge according to the selected 
encryption sub-unit. 

[0014] The above-mentioned object may be also 
achieved by the digital data recording apparatus, 
wherein the controller prohibits the decryption unit from 10 
decrypting the encrypted digital data when the encryp- 
tion unit fails to create any encryption key. 
[0015] As a result, unnecessary decryption of dig- 
ital data may be prevented when the encryption unit fails 
to create any encryption key. ™ 
[0016] The above-mentioned object may be also 
achieved by the digital data recording apparatus, 
wherein the security levels of the encryption systems in 
which the plurality of encryption sub-units re-encrypt 
decrypted digital data are lower than security levels of 20 
encryption systems in which encrypted digital data that 
are to be received by the communication unit have been 
encrypted. 

[001 7] As a result, a playback apparatus may easily 
reproduce digital data, leading to a less expensive play- 25 
back apparatus. 

[0018] The above-mentioned object may be also 
achieved by the digital data recording apparatus, 
wherein the encrypted digital data that is received by 
the communication unit has been encrypted in one of 30 
encryption systems having different security levels and 
includes attribute information that indicates the encryp- 
tion system, the decryption unit includes a plurality of 
decryption sub-units that decrypt encrypted digital data 
that have been encrypted in the encryption systems, 35 
and the controller judges the encryption system in 
which the encrypted digital data has been encrypted 
according to the attribute information, and controls the 
decryption unit so that one of the plurality of decryption 
sub-units corresponding to the judged encryption sys- 40 
tern decrypts the encrypted digital data. 
[0019] As a result, even when received digital data 
have been encrypted in encryption systems having dif- 
ferent security levels, it is possible to decrypt digital data 
by selecting a decryption sub-unit according to the 45 
encryption system in which the digital data has been 
encrypted. 

[0020] The above-mentioned object may be also 
achieved by the digital data recording apparatus that 
may further include an accounting unit for conducting an so 
accounting process via the digital network, wherein the 
controller determines an accounting value according to 
a decryption sub-unit that has decrypted the encrypted 
digital data and an encryption sub-unit that has re- 
encrypted the decrypted digital data, and controls the 55 
accounting unit so that the controller conducts the 
accounting process according to the determined 
accounting value. 



[0021] As a result, it is possible to pay a charge 
according to the decryption and re-encryption of digital 
data and to protect the copyright. 
[0022] The above-mentioned object may be also 
achieved by a digital data recording method of recording 
digital data on a recording medium, the digital data 
recording method may include: a communication step 
for receiving encrypted digital data via a digital network; 
a decryption step for decrypting the encrypted digital 
data that has been received at the communication step; 
an encryption step for re-encrypting decrypted digital 
data in one of a plurality of encryption systems having 
different security levels; and a recording step for record- 
ing digital data that has been re-encrypted at the 
encryption step on the recording medium. 
[0023] As a result, it is possible to record digital 
data on a recording medium that has been re-encrypted 
in an encryption system so that the digital data is easily 
reproduced by a playback apparatus. In addition, since 
the digital data is re-encrypted, the copyright may be 
protected. 

[0024] The above-mentioned object may be also 
achieved by the digital data recording method, wherein 
the encrypted digital data that is received at the commu- 
nication step has been encrypted in one of encryption 
systems having different security levels and includes 
attribute information that indicates the encryption sys- 
tem, the digital data recording method, further compris- 
ing a judging step for judging one of the plurality of 
encryption systems according to the attribute informa- 
tion, wherein the decryption step decrypts the 
encrypted digital data according to the judgement at the 
judging step. 

[0025] As a result, digital data that has been 
recorded on a recording medium may be reproduced by 
any playback apparatus or only by a specific playback 
apparatus. 

[0026] The above-mentioned object may be also 
achieved by a computer-readable recording medium 
that is applied to a digital data recording apparatus for 
recording digital data on a first recording medium, the 
computer-readable recording medium storing a pro- 
gram that has a computer execute steps: a communica- 
tion step for receiving encrypted digital data via a digital 
network; a decryption step for decrypting the encrypted 
digital data that has been received at the communica- 
tion step; an encryption step for re-encrypting decrypted 
digital data in one of a plurality of encryption systems 
having different security levels; and a recording step for 
recording digital data that has been re-encrypted at the 
encryption step on the recording medium. 
[0027] As a result, it is possible to record digital 
data on a recording medium that has been re-encrypted 
in an encryption system so that the digital data is easily 
reproduced by a playback apparatus. In addition, it is 
possible to protect copyrights by using the recording 
medium in a digital data recording apparatus that has 
no function to protect copyrights. 
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[0028] The above-mentioned object may be also 
achieved by the computer-readable recording medium 
wherein the encrypted digital data that is received at the 
communication step has been encrypted in one of 
encryption systems having different security levels and 
includes attribute information that indicates the encryp- 
tion system, the digital data recording method may fur- 
ther include a judging step for judging one of the 
plurality of encryption systems according to the attribute 
information, wherein the decryption step decrypts the 
encrypted digital data according to the judgement at the 
judging step. 

[0029] As a result, rt is possible to reproduce digital 
date that has been recorded on the first recording 
medium by any playback apparatus or by a specific 
apparatus. ^ 

BRIEF DESCRIPTION OF tu E drawer 

[0030] These and other objects, advantages and 
features of the invention will become apparent from the 
following description thereof taken in conjunction with 
the accompanying drawings that illustrate a specific 
embodiment of the invention. In the Drawings: 

Fig. 1 shows the structure of a digital data recording 
apparatus according to the first embodiment of the 
present invention; 

Fig. 2 is an external view of the hardware configura- 
tion of the first embodiment of the present invention 
and an external view of a playback apparatus of a 
recording medium according to the first embodi- 
ment of the present invention; 
Fig. 3 shows an example of a display screen of a 
home page for purchasing music data according to 
the first embodiment of the present invention- 
Fig. 4 shows an example of date structure of music 
data downloaded on a primary recording medium 
according to the first embodiment of the present 
invention; 

Fig. 5 shows an example of a display screen of a 
home page for purchasing music data according to 
the first embodiment of the present invention 
Fig. 6 is a first flowchart illustrating the operations in 
the first embodiment of the present invention; 
Fig- 7 is a second flowchart illustrating the opera- 
tions in the first embodiment of the present inven- 
tion; 

Fig. 8 shows the structure of a digital data recording 
apparatus according to the second embodiment of 
the present invention; 

Fig . 9 is an example of information that is displayed 
on a display unit when digital signals provided by 
the information provider are recorded in the second 
embodiment; 

Fig. 10 is a flowchart showing the operations in the 
second embodiment; 

Fig. 1 1 shows the structure of a digital date record- 



w 



is 



so 



25 



30 



35 



ing apparatus according to the third embodiment of 
the present invention; 

Fig. 12 shows the attribute information of data in the 
third embodiment; 

Fig. 1 3 is a flowchart showing operations in the third 
embodiment; 

Fig. 1 4 is a flowchart showing operations in the third 
embodiment; 

Fig. 15 shows the structure of the digital date 
recording apparatus according to the fourth embod- 
iment of the present invention; 
Fig. 16 shows the structure of a digital data record- 
ing apparatus according to the sixth embodiment of 
the present invention; 

Fig. 1 7 is an example of attribute information; 
Fig. 18 shows an example of management informa- 
tion; 

Fig. 19 is a flowchart showing operations in the 
sixth embodiment; 

Fig. 20 shows the structure of a playback apparatus 
for reproducing digital data that has been recorded 
in the sixth embodiment; 

Fig. 21 is a flowchart showing operation by the dig- 
rial date playback apparatus in the sixth embodi- 
ment; 

Fig. 22 shows the structure of a digital date record- 
ing apparatus according to the seventh embodi- 
ment of the present invention; 
Fig. 23 shows an example of the date structure of 
attribute information that is attached to digital date 
when transmitted in seventh embodiment- 
Fig. 24 is a flowchart showing operations in seventh 
embodiment; 

Fig. 25 shows an example of the data structure of 
attribute information that is attached to digital date 
when transmitted in another example of seventh 
embodiment. 



40 



DESCRIPTION OF THF PRFFF RRED PM Rnni. 
MENTS 



[0031] An explanation of the preferred embodi- 
ments of a digital data recording apparatus according to 
the present invention will be given with reference to fig- 
<5 ures. a 

(The First Embodiment) 



[0032] F.g. 1 shows the structure of a digital data 
so recording apparatus according to the first embodiment 
of the present invention. The digital data recording 
apparatus includes a data transmit/receive unit 100 a 
reception unit 101. a primary recording medium 102 a 
data extraction unit 103. a judging unit 104. a decryption 
55 unrt group 105. a encryption system designation unit 
109. an encryption unit group 1 10. a secondary record- 
ing medrum 1:14, a recording unit 1 15. an inherent infor- 
mation obtaining unit 116. a designation reception unit 
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117, and an accounting unit 118. 
[0033] Note that each element of the digital data 
recoding apparatus apart from the secondary recording 
medium 114 and the recording unit 115 is generally 
realized by a PC (Personal Computer) 201 as shown in 5 
Fig. 2. The recording unit 115 is realized by, for 
instance, a DVD (Digital Versatile Disc) -RAM drive 202, 
ant the secondary recording medium 1 14 is realized by 
a DVD-RAM disc 203. 

[0034] The digital data recording apparatus i 
receives music data, i.e., encrypted digital data that is 
distributed through the Internet, and downloads the 
received music data on the primary recording medium 
102. Then the digital data recording apparatus decodes 
the digital data in the decryption unit group 105, re- 1 
encrypts the decoded digital data in the encryption unit 
group 110, and records the re-encrypted digital data in 
the secondary recording medium. 
[0035] Note that although an explanation of elec- 
tronic music distribution will be given in the present i 
embodiment, the kind of distributed digital data is not 
limited to music. Distributed digital data may be video 
data, character data, or the combination of those kinds 
of data. 

[0036] The data transmit/receive unit 1 00 is a com- 
munication unit realized by a modem and a control soft- 
ware, and is connected to the host computer (not 
illustrated) of the information provider through a tele- 
phone line. When informed of the purchase requirement 
of a piece of music that has been received by the recep- 
tion unit 101 via the data extraction unit 103, the data 
transmit/receive unit 100 transmits the purchase 
requirement to the host computer. The data trans- 
mit/receive unit 100 downloads music data from the 
host computer according to the purchase requirement 
via the Internet and records the downloaded music data 
on the primary recording medium. Meanwhile, the data 
transmit/receive unit 100 transmits accounting informa- 
tion to the host computer that has been generated at the 
time of the purchase of music. 

[0037] Here, an explanation of information provided 
by the information provider will be given. The informa- 
tion provider sets up a site, i.e., a homepage for the sale 
of music data to provide information such as music titles 
and prices that are necessary for users to purchase 
music data and may arouse the interest of users. Users 
purchase desired music data according to the informa- 
tion provided by the information provider. 
[0038] Fig. 3 shows an example of homepage for 
the sale of music data provided by an information pro- 
vider. The information includes titles 301, singers 302, 
times 303. and prices 304. A title 301 and a singer 302 
show the title and singer of one piece of music data. A 
time 303 shows the time required to record (play back) 
one piece of music data, and a price 304 shows the sell- 
ing price of one piece of music data. A user selects a 
piece of music according to the information and informs 
the data transmit/receive unit 100 of purchase require- 



ment through the reception unit 101. Needless to say, 
the information provided by the information provider is 
not limited to character information as shown in Fig. 3. 
The information may be images such as jacket pictures 
and music data for test-listening. 
[0039] The reception unit 101 includes a keyboard 
and a mouse, and receives purchase requirement from 
the user who has watched the information shown in Fig. 
3 on the display screen of the PC. The received pur- 
> chase requirement is transferred to the data trans- 
mit/receive unit 100 via the data extraction unit 103. 
[0040] The primary recording medium 102 is real- 
ized by a hard disk in the PC, and stores the music data, 
i.e., the encrypted digital data that has been received by 
5 the data transmit/receive unit 100. Meanwhile, in a 
secure area on the primary recording medium 102, 
encrypted accounting information, for instance, is 
recorded by the accounting unit 118 when the down- 
loaded music data is recorded on the secondary record- 
o ing medium 114. 

[0041] Fig. 4 shows an example of the data struc- 
ture of downloaded music data stored in the primary 
recording medium 102, i.e., music data that the informa- 
tion provider provides. Music data provided by the infor- 
>5 mation provider mainly composed of attribute 
information 401 including the title, singer, and price of 
the music data and a music data unit 402 that is the 
music data itself. 

[0042] The attribute information 402 includes ISRC 
30 (International Standard Recording Code) information 
403, a title 404, a singer 405, a price 406, an informa- 
tion provider 407, and an encryption format 408. An 
explanation of the attribute information 401 will be given 
below. 

35 [0043] The ISRC information 403 is specific infor- 
mation assigned to each piece of music data, and is 
composed of a country code (two ASCII (American 
Standard Cord for International Interchange) charac- 
ters), an owner code (three ASCII characters), a record- 
40 ing year (two-digit numbers), and a serial number (five- 
digit numbers). The title 404 is character information 
showing the title of the music data and the singer 405 is 
character information showing the singer of the music 
data. The price 406 is information showing the data of 
45 the music data. Note that the price 406 shows the 
amount that is charged when the downloaded music 
data is recorded on the secondary recording medium 
114 using the digital data recording apparatus in the 
present embodiment. 
so [0044] The information provider 407 is information 
showing the provider or the copyrighter of the music 
data, i.e., shows the recipient of the amount charged 
when the user records the music data using the digital 
data recording apparatus. 
55 [0045] The encryption format 408 is information 
showing the encryption format in which the downloaded 
music data has been encrypted because the encryption 
format of music data depends on the information pro- 
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vider. For instance, when information providers A B 
and C provide music data, music data provided by the 
information provider A is encrypted in a format A. music 
data provided by the information provider B is encrypted 
in a format B, and music data provided by the informa- 
tion provider is encrypted in a format C. Note that the 
main object of the invention in the present embodiment 
•s to convert data on the secondary recording medium 
114 according to an encryption format that is easily 
decoded by a playback apparatus and to protect the 
copynght when information provided by information pro- 
viders are encrypted in a variety of formats. As a result 
a detailed explanation of the algorithm of encryption will 
not given here. 

[0046] In the attribute information 401 , the price 406 
and the information provider 407 are encrypted as nec- 
essary since the tampering of the price 406 and the 
information provider 407 can lead to a toss to the infor- 
mation provider. 

[0047] When receiving an instruction from the 
encryption system designation unit 109 to extract digital 
data, the data extraction unit 103 extracts the attribute 
information 401 from the primary recording medium 102 
and informs the accounting unit 118 of the attribute 
information 401. Meanwhile, the data extraction unit 103 
informs the judging unit 104 of information in the 
encryption format 408. Note that when the price 406 is 
encrypted in the attribute information 401 the data 
extraction unit 103 informs the accounting unit 118 of 
the price 406 after the decoding by the decryption unit 
group 105. Then, the data extraction unit 103 extracts 
the music data unit 402 from the primary recording 
medium 102. and outputs the extracted music data unit 
402 to the judging unit 104. As has been described the 
data extracted by the data extraction unit 103 has been 
encrypted in an encryption system specific to the infor- 
mation provider. 

[0048] The judging unit 1 04 judges to which decryp- 
tion unit the music data is to be output according to the 
information of the encryption format 408 that has been 
informed of by the data extraction unit 103. 
[0049] The decryption unit group 105 includes "n" 
decryption units. A first decryption unit 106 decodes 
digital data that has been encrypted in the format A a 
second decryption unit 107 decodes digital data that 
has been encrypted in the format B. and an "nth 
decryption unit 108 decodes digital data that has been 
encrypted in the format N. Each of the first, second, and 
nth decryption units 106, 107, and 108 is composed of 

«««!! COde m ° du,e 01 a different '"formation provider 
[0050] For instance, when the information of the 
encryption format 408 indicates the format B. the judq- 
-ng unit 104 outputs the digital data in the music data 
unrt 402 in the music data to the second decryption unit 
107. The second decryption unit 107 decodes the input 
digital data and outputs the decoded digital data to the 
encryption system designation unit 109. 
[0051] When a decryption key is necessary to 



decrypt encrypted data by one of the first, second and 
nth decryption units 106. 107. and 108. the data trans- 
mit/receive unit 100 obtains a decryption key according 
to the encryption system of the data to decrypt the data 
s The first, second, and nth decryption units 106 107 
and 108 once decrypt data that has been encrypted in a 
different encryption system accoiding to the information 
provider. 

[0052] When having received the designation of the 
w kind of encryption system from the designation recep- 
tion unit 117. the encryption system designation unit 
109 instructs the inherent information obtaining unit 1 16 
to obtain inherent information accoiding to the designa- 
tion. When notified of the inherent information by the 
is inherent information obtaining unit 1 16, the encryption 
system designation unit 109 instructs the data extrac- 
tion unit 103 to extract music data. When notified that 
the inherent information according to the designation 
cannot be obtained by the inherent information obtain- 
so ,ng unit 1 16, the encryption system designation unit 109 
shows that the designated encryption system cannot be 

r^°.- re " enCrypt data on lhe disDlav un *t (not illus- 
trated). Meanwhile, when not having received the desig- 
nation of the kind of encryption system from the 
25 designation reception unit 117, the encryption system 
designation unit 109 instructs the inherent information 
obtaining unit 1 16 to obtain inherent information accord- 

T, 9 „ t0 ,!l e attribute 01 ** sec °ndary recording medium 
114. When receiving the notification concerning the 
so obtamment of the inherent information from the inherent 
information obtaining unit 116, the encryption system 
designation unit 109 instructs the dala extraction unit 
103 to extract music data. When notified that the inher- 
ent information cannot be obtained, the encryption sys- 
£HL™ s,gnation unit 1 09 generates random numbers 
[0053] When having received the designation of the 
kind of encryption system from the designation recep- 
tion unit 117. the encryption system designation unit 
109 selects one encryption unit according to the desig- 
on - When receiving the input of decrypted digital 

?n? In? °"h ° f me fi,St ' S6C0nd ' m decryption units 
106, 107, and 108. the encryption system designation 
unit 109 notifies the selected encryption unit of the 

« t^ft diQital data along tne 'nherent informa- 
45 tion that has been informed of by the inherent informa- 
tion obtaining unit 1 16. 

[0054] When not having received the designation of 
the kind of encryption system from the designation 

so L^o" Tl. 117, encr yP ti °n system designation 
so unit 109 selects one encryption unit according to the 
kind of the inherent information that has been informed 
of by the inherent information obtaining unit 1 16 When 
receiving the input of decrypted digital data from one of 
« Jj?o ^ SSCOnd ' decryption units 106. 107. and 
ss 108. the encryption system designation unit 109 notifies 
the selected encryption unit of the digital data along with 
the inherent information. Meanwhile, when havinq 
received the notification that the inherent information 
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cannot be obtained from the inherent information 
obtaining unit 116, the encryption system designation 
unit 109 notifies one of the encryption units of the digital 
data along with generated random numbers. 
[0055] The encryption unit group 110 includes "n" 
encryption units, a first, second, "n"th encryption 

units 111, 112 113. Each of the encryption units 

1 1 1 , 1 12, .... 1 13 re-encrypts informed digital data with 
a different encryption key. More specifically, the first 
encryption unit 1 1 1 re-encrypts data with an encryption 
key that is created according to the identification infor- 
mation inherent in the secondary recording medium 
114. The second encryption unit 112 re-encrypts data 
with an encryption key that is created according to the 
identification information inherent in a playback appara- 
tus for playing back the secondary recording medium 
114 (not illustrated). The nth encryption unit 113 re- 
encrypts data with an encryption key that is created 
according to random numbers. Each of the data size of 
the encryption keys is set smaller than the data size of 
the encryption key of encrypted digital data that is 
recorded on the primary recording medium 102. 
[0056] When the data size of the encryption key of 
re-encrypted digital data that is to be recorded on the 
secondary recording medium recording medium 114 is 
relatively small, the digital data is decrypted relatively 
easily. As a result, the structure necessary to decrypt 
the digital data of a playback apparatus for playing back 
the digital data is simple, leading to reduce the cost of 
the playback apparatus. 

[0057] For instance, when having received no 
instruction from the designation reception unit 117 and 
having been informed of the identification information of 
the secondary recording medium 1 14 from the inherent 
information obtaining unit 116, the encryption system 
designation unit 109 informs the first encryption unit 1 1 1 
of the identification information of the secondary record- 
ing medium 114. The first encryption unit 111 creates 
an encryption key according to the informed identifica- 
tion information, rewrites the encryption format 408 of 
the attribute information 401 of the music data that has 
been informed of by the encryption system designation 
unit 109, and re-encrypts the music data unit 402 using 
the created encryption key. The first encryption unit 1 1 1 
informs the recording unit 1 15 of the re-encrypted digital 
data. 

[0058] When having received the instruction to re- 
encrypt data using the inherent information of a play- 
back apparatus for playing back the secondary record- 
ing medium 114 (not illustrated) from the designation 
reception unit 117, the encryption system designation 
unit 109 instructs the inherent information obtaining unit 
116 to obtain the identification information inherent in 
the playback apparatus. When informed of the identifi- 
cation information inherent in the playback apparatus 
from the inherent information obtaining unit 116, the 
encryption system designation unit 109 informs the sec- 
ond encryption unit 112 of the informed identification 



information and the decrypted digital data that has been 
informed of from the decryption unit group 105. 
[0059] The second encryption unit 112 creates an 
encryption key according to the identification informa- 
5 tion that has been transferred from the encryption sys- 
tem designation unit 109, re-encrypts the digital data 
with the created encryption key, and informs the record- 
ing unit 115 of the re-encrypted digital data. As in the 
case of not having received the instruction from the des- 
10 ignation reception unit 1 17, the content of the encryp- 
tion format 408 in the attribute information 401 is 
rewritten. 

[0060] The secondary recording medium 114 is 
composed of a DVD-RAM disc (shown in Fig. 2), an MD, 
is and a small-scale semiconductor memory that is 
removable or nonremovable according to the model of a 
playback apparatus (not illustrated) and the like. Music 
data that has been re-encrypted by the encryption unit 
group 110 is recorded on the secondary recording 
20 medium 114 by the recording unit 115. For instance, 
when digital data has been recorded on the DVD- RAM 
disc 203, the DVD-RAM disc 203 is inserted into the 
DVD-Audio player 204 to play music as shown in Fig. 2. 
[0061] The recording unit 115 is realized by, for 
25 instance, the DVD-RAM drive 202 shown in Fig. 2. The 
recording unit 115 records digital data that has been 
transferred from the encryption unit group 1 10 on the 
secondary recording medium 114. When completing 
recording, the recording unit 1 15 informs the accounting 
30 unit 1 1 8 of the completion. 

[0062] When having instructed to obtain the identifi- 
cation information inherent in the secondary recording 
medium 1 14 by the encryption system designation unit 
109, the inherent information obtaining unit 116 reads 
35 the information written in the BCA (Burst Cutting Area) 
and informs the encryption system designation unit 109 
of the read information when the secondary recording 
medium 114 is a DVD-RAM, for instance. Note that 
each secondary recording medium 114 has a different 
40 piece of inherent identification information that has been 
recorded at the time of manufacturing, so that the iden- 
tification information cannot be read or rewritten by ordi- 
nary user operation. 

[0063] An encryption key is created according to 
45 the identification information, and digital data re- 
encrypted with the encryption key is recorded on a 
DVD-RAM disc. As a result, even if a user with a mali- 
cious intent makes a copy of the content of the DVD- 
RAM disc on another recording medium using a tool for 
so bit copy and tries to play back the copied data on other 
recording medium, the copied data cannot be normally 
decrypted since the information for decryption key of the 
other recording medium is different from that of the 
DVD-RAM disc. In this way, the copyright of the music 
55 data is fully protected. 

[0064] Meanwhile, when having been instructed to 
obtain the identification information inherent in the play- 
back apparatus (not illustrated) in which the secondary 
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recording medium 1 14 is put by the encryption system 
designation unit 109, the inherent information obtaining 
unit 1 16 reads the identification information of the play- 
back apparatus and informs the encryption system des- 
ignation unit 109 of the read identification information 
Each playback apparatus also has a different piece of 
inherent identification information that has been 
assigned at the time of manufacturing, so that the iden- 
tification information cannot be read or rewritten by an 
ordinary user operation. As a result, when data is re- 
encrypted according to identification information, the re- 
encrypted data can be played back only by a peculiar 
playback apparatus. 

[0065] Note that when the inherent information 
obtaining unit 1 16 cannot obtain the inherent identifica- 
tion information that has been designated by the 
encryption system designation unit 109, i.e., when no 
identification information is assigned to the secondary 
recording medium 1 14 and the playback apparatus, the 
inherent information obtaining unit 116 informs' the 
encryption system designation unit 109 that the desig- 
nated inherent identification information cannot be 
obtained. 

[0066] When receiving the instruction to obtain 
inherent identification information without the instruction 
of the kind of the inherent identification information, the 
inherent information obtaining unit 116 judges whether 
the secondary recording medium 114 is a recording 
medium removable from the playback apparatus such 
as a DVD-RAM disc or a recording medium that is built 
in the playback apparatus such as a small-scale semi- 
conductive memory. When the secondary recording 
medium 1 14 is a removable one, the inherent informa- 
tion obtaining unit 1 16 reads the inherent identification 
information of the secondary recording medium 114, 
and informs the encryption system designation unit 109 
of the read inherent identification information. Mean- 
while, when the secondary recording medium 114 is a 
nonremovable one, the inherent information obtaining 
unit 116 reads the inherent identification information of 
the playback apparatus, and informs the encryption sys- 
tem designation unit 109 of the read inherent identifica- 
tion information. When no identification information can 
be obtained, the inherent information obtaining unit 116 
informs the encryption system designation unit 109 that 
no identification information can be obtained. 
[0067] The designation reception unit 117 is real- 
ized by the keyboard and the mouse of the PC. The des- 
ignation reception unit 117 receives the instruction of 
the kind of encryption system from the user, and informs 
the encryption system designation unit 109 of the 
encryption system kind. 

[0068] While the homepage information in Fig 3 
shows only one type of price, the homepage information 
m Fig. 5 shows two types of price, i.e., a price (1) 501 
and a price (2) 502. 

[0069] While the price (1) 501 shows the price 
when digital data is re-encrypted at the time of record- 



ing according to the identification information inherent in 
the secondary recording medium 114, the price (2) 502 
shows the price when digital data is re-encrypted at the 
time of recording according to the identification informa- 
5 tion inherent in the playback apparatus for playing back 
the secondary recording medium 1 14. Note that each of 
the prices (1) 501 and (2) 502 is freely set by the infor- 
mation provider. 

[0070] The user instructs the encryption of digital 
io data in a desired encryption format in reference to the 
music and price information shown in Fig. 5 according 
to the usage pattern of the secondary recording 
medium 114 using the designation reception unit 117 
For instance, when digital data is to be played back in a 
15 specific playback apparatus, i.e., when the secondary 
recording medium 114 is not played back in other play- 
back apparatuses, the user instructs to re-encrypt the 
digital data according to the identification information 
inherent in the specific playback apparatus. As shown 
20 by the price (2) in Fig. 5, prices are generally cheap 
when data is re-encrypted according to the identification 
information of playback apparatus. This is because the 
degree of freedom is low compared with the encryption 
according to the identification information inherent in the 
25 secondary recording medium 114 since re-encrypted 
data is not played back in other playback apparatuses 
When digital data is to be played back with any playback 
apparatus, the user instructs to re-encrypt the digital 
data according to the identification information inherent 
30 in the secondary recording medium 1 1 4. 

[0071 ] Note that although the designation reception 
unit 1 17 is integral with the reception unit 101 , the des- 
ignation reception unit 117 and the reception unit 101 
are described as separate elements for convenience in 
35 explanation. 

[0072] The accounting unit 1 18 receives the notifi- 
cation of the attribute information 401 of music data 
from the data extraction unit 103 and stores the 
received attribute information 401. When notified that 
40 re-encrypted digital data is recorded on the secondary 
recording medium 114 by the recording unit 115, the 
accounting unit 118 refers to the price 406 in the 
attribute information 401 to determine the amount of 
charge and writes the determined amount of charge 
45 along with the attribute information 401 in a secure area 
on the primary recording medium 102 as the accounting 
information. 

[0073] Note that when the price 406 includes the 
prices (1) 501 and (2) 502 as shown in Fig. 5 the 
so amount of charge is determined according to one of the 
first to nth encryption units 111 to 113 that has been 
transferred to the accounting unit 118 as the used 
encryption unit from the encryption system designation 
unit 109. 

55 [0074] Here, an explanation of the operations in the 
present embodiment will be given with reference to the 
flowcharts in Figs. 6 and 7. 

[0075] The reception unit 101 receives home page 
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requirement from the user, the data transmit/receive 
unit 100 accesses to a homepage provided by an infor- 
mation provider of music data, and the data extraction 
unit 103 displays a homepage (refer to Figs. 3 and 5) on 
the display unit (not illustrated) (step s602). 
[0076] The data extraction unit 103 awaits instruc- 
tion to purchase music data designated by the user from 
the reception unit 101 and instructs the data trans- 
mit/receive unit 100 to receive the designated music 
data (step s604). When receiving the music data, the 
data transmit/receive unit 100 downloads the received 
music data on the primary recording medium 102 
(S606). 

[0077] Watching the homepage display, the user 
inputs the kind of encryption system according to the 
usage pattern of the secondary recording medium 114 
using the designation reception unit 117. 
[0078] The encryption system designation unit 109 
judges whether the designation reception unit 117 has 
informed the encryption system designation unit 109 of 
the designation of the kind of encryption system (step 
s608). When having been informed of the designation of 
the kind of encryption system, the encryption system 
designation unit 109 instructs the inherent information 
obtaining unit 1 16 to obtain the inherent information that 
is to be used for the encryption system of the desig- 
nated kind (step s610). The encryption system designa- 
tion unit 109 judges whether the inherent information 
obtaining unit 1 16 has informed that the inherent infor- 
mation cannot be obtained (step s612). When informed 
that the inherent information cannot be obtained, the 
encryption system designation unit 109 has the display 
unit (not illustrated) display that the music data cannot 
be re-encrypted according to the encryption system of 
the designated kind (step s614) to complete the 
processing. Meanwhile, when informed of the inherent 
information for the designated kind of encryption sys- 
tem, the encryption system designation unit 109 
instructs the data extraction unit 103 to extract the dig- 
ital data. 

[0079] The data extraction unit extracts the music 
data recorded on the primary recording medium 102 
(step s616). 

[0080] At step s608, when judging that the designa- 
tion reception unit 1 17 has not informed the encryption 
system designation unit 109 of the designation of the 
kind of encryption system, the encryption system desig- 
nation unit 1 09 instructs the inherent information obtain- 
ing unit 116 to obtain inherent information without 
designating the kind of the inherent information (step 
S618). 

[0081] The inherent information obtaining unit 116 
judges the attribute of the secondary recording medium 
114, i.e.. judges whether the secondary recording 
medium 1 14 in the playback apparatus (not illustrated) 
is a removable one. When the secondary recoding 
medium 1 14 is a removable one, the inherent informa- 
tion obtaining unit 116 obtains the identification informa- 



tion of the secondary recording medium 1 14, and when 
the secondary recoding medium 1 14 is a nonremovable 
one, the inherent information obtaining unit 1 16 obtains 
the identification information of the playback apparatus 
5 (step s620). 

[0082] When informed of the inherent (identifica- 
tion) information by the inherent information obtaining 
unit 1 1 6, or when informed that inherent information has 
not been obtained (step s622), the encryption system 
10 designation unit 109 instructs the data extraction unit 
103 to extract the digital data. The processing advances 
to step S616. 

[0083] Then, the judging unit 104 refers to the 
encryption format 408 in the attribute information 401 of 
is the music data that has been extracted by the data 
extraction unit 103 and judges which one of the first to 
nth decryption units 106 to 108 in the decryption unit 
group 105 decrypts the music data (step s702). 
[0084] One of the first to nth decryption units 1 06 to 
20 108 that has been judged by the judging unit 104 
decrypts the digital data that has been input via the 
judging unit 104 and outputs the decrypted digital data 
to the encryption system designation unit 109 (step 
S704). 

25 [0085] The encryption system designation unit 109 
selects one of the first to nth encryption units 111 to 113 
in the encryption unit group 110 according to the inher- 
ent information that has been transferred from the inher- 
ent information obtaining unit 116 (including the 
30 information that inherent information cannot be 
obtained), and informs the selected encryption unit of 
the inherent information (generated random numbers in 
the case of the information that inherent information 
cannot be obtained) and the decrypted digital data (step 
35 s706). 

[0086] The informed encryption unit creates an 
encryption key according to the inherent (identification) 
information (according to the random numbers in the 
case of the information of the random numbers) and re- 
40 encrypts the digital data using the created encryption 
key. At this time, the content of the encryption format 
408 is rewritten in the attribute information 401 (step 
s708). 

[0087] The recording unit 115 records the digital 
45 data on the secondary recording medium 114 that has 
been transferred from one of the first to nth encryption 
units 111 to 113 (step s710). When completing the 
recording, the recording unit 1 1 5 informs the accounting 
unit 1 1 8 of the recording completion. 
so [0088] When receiving the information from the 
recording unit 1 15, the accounting unit 118 determines 
the amount of charge according to the price 406 and the 
like that has been transferred from the data extraction 
unit 103 and records the amount of charge on the pri- 
55 mary recording medium 102 (step s712) to complete 
the processing. 

[0089] In the present embodiment, the decryption 
unit group 105 are composed of the decryption modules 
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(the first to nth decryption units 106 to 108) for different 
information providers. The decryption unit group may 
includes different decryption units according to the qual- 
ity of music data, for instances, for digital data in 24 bits 
of LPCM (Liner Pulse Code Modulation), MP3 (Moving 
Picture Experts Group 1 Audio Layer 3) and the like 
More specifically, while high quality 24 bits of LPCM 
may be set as encrypted digital data that is difficult to 
decrypt, normal MP3 may be set as encrypted digital 
data that is not so difficult to decrypt, and the first 
decryption unit 1 06 may decrypt digital data in 24 bits of 
LPCM and the second decryption unit 107 may decryot 
digital data in MP3. 

[0090] In the present embodiment, the encryption 
unit group 110 includes the first to nth encryption units 
111 to 113 for different kinds of inherent information 
The encryption units may correspond to the quality of 
music data. More specifically, digital data that has been 
decrypted by the first decryption unit 106 may be re- 
encrypted by the first encryption unit 111, digital data 
that has been decrypted by the second decryption unit 
107 may be re-encrypted by the second encryption unit 
1 12, and digital data that has been decrypted by the nth 
decryption unit 108 may be re-encrypted by the nth 
encryption unit 113. In this case, the data size of the 
encryption key used for encryption in the first encryption 
unit 1 1 1 is larger than that of the encryption key used in 
the second encryption unit 1 12, and that of the encryp- 
tion key used in the second encryption unit 1 12 is larger 
than that of the encryption key used in the nth encryp- 
tion unit 113. The accounting unit determines the 
accounting amount of digital data according to the 
decryption unit that has decrypted the digital data and 
the encryption unit that has re-encrypted the digital 
data. As a result, the higher the quality of digital data 
the more surely the copyright is protected. In this case' 
information provider may set higher price for music data 
with higher quality. 

[0091] The digital data recording apparatus accord- 
ing to the present embodiment has the structure shown 
m Fig. 1 . it is possible to record a program on a compu- 
ter-readable recording medium such as a floppy disk 
that has a computer realize the functions of the ele- 
ments of the digital data recording apparatus, and to 
protect copyrights by applying the computer readable 
recording medium to a digital data recording apparatus 
that has no function of protecting copyrights. 
[0092] dn the present embodiment, digital data is 
downloaded from the host computer when the user 
requires the purchase of the digital data. It is possible to 
temporarily record music data or only the attribute infor- 
mation on the primary recording medium in the PC of 
the user regardless of the purchase, and to purchase 
digital data that has been recorded on the primary 
recording medium 102. 

[0093] While the attribute information 401 and the 
music data unit 402 are separately described in the 
present embodiment, the attribute information 401 may 



be embed in the digital data in the music data 402 using 
Water Mark (electronic watermark) technology. 
[0094] In the present embodiment, the data input 
and output between the decryption unit group 105 and 
5 the encryption unit group 1 10 via the encryption system 
designation unit 109 has not been referred to in particu- 
lar. It is possfole to prevent the leakage of decrypted 
data for security by transmitting data after authentif ica- 
tion or by realizing the decryption unit group 105 the 
io encryption system designation unit 109, and the 
encryption unit group 1 10 with one chip. 
[0095] In addition, while accounting information is 
recorded in a secure area on the primary recording 
medium 102 in the present embodiment, accounting 
is information may be recorded on another recording 
medium such as an IC card. 

[0096] No explanation of the timing of accounting 
has been given in the present embodiment. It is possi- 
ble to suppose that the modem is connected to the host 

20 computer when digital data is recorded on the second- 
ary recording medium 1 14, to suppose that the modem 
is automatically connected to the host computer when 
the amount of charge reaches to a set amount, or to 
suppose that the modem is connected to the host com- 

25 puter when a set period of time has elapsed since the 
recording of accounting information. 
[0097] In addition, while only audio information is 
provided by the information provider in the present 
embodiment, video information, audio information 
so character information, the combination of video informa- 
tion, audio information, and character information and 
the like may be provided. 



35 



(The Second Embodiment) 



[0098] Fig. 8 shows the structure of a digital data 
recording apparatus according to the second embodi- 
ment of the present invention. The digital data recording 
apparatus is generally realized by a personal computer 
40 The digital data recording apparatus includes a data 
transmit/receive unit 2101 , a primary recording medium 
2102, a data extraction unit 2103, an encryption system 
judging unit 2104, a first decryption unit 2105, a second 
decryption unit 2106, a third decryption unit 2107 an 
45 encryption unit 2108, a recording unit 2109, a second- 
ary recording medium 21 10, an input unit 2111a dis- 
play unit 2112, and a recording medium inherent 
information obtaining unit 21 13. While a decryption unit 
group 2115 is composed of the first, second third 
so decryption units 2105, 2106, and 2107, the number of 
decryption units is not limited to three. The decryption 
unit group 21 15 is composed of a plurality of decryption 
units. M 

K)099] Note that data to be recorded are music data 
55 that are distributed through the Internet is in the present 
embodiment. The music data are supposed to be 
encrypted in different encryption systems according to 
the providers. 
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[0100] An information provider provides music data 
and information including music titles, prices, copy con- 
trol information, and the like (referred to "attribute infor- 
mation" in this specification) that are necessary at the 
time of purchase and may arouse the interest of users 5 
together or separately In the present embodiment, 
attribute information and music data are supposed to be 
separately provided. 

[0101] The data transmit/receive unit 2101 is a 
communication unit realized by a modem and is con- 10 
nected to the host computer (not illustrated) of the infor- 
mation provider through a telephone line. The attribute 
information that the data transmit/receive unit 2101 has 
obtained is recorded on the primary recording medium 
2102, and the entire attribute information or part of it is 15 
displayed on the display unit 21 12. Fig. 9 is an example 
of information displayed on the display unit 21 12. Infor- 
mation such as titles 2201, title codes 2202, singers 
2203, data sources 2204 are displayed. Here, a title 
2201 and a singer 2203 show the title and singer of one 20 
piece of music data. A title code 2202 is an identifier for 
distinguishing one piece of music data from another 
piece of music data. To a title code 2202, a piece of 
I SRC (International Standard Recording Code) informa- 
tion is added to, for instance. According to the informa- 25 
tion. the user selects a piece of desired music and 
transfers the purchase requirement with the input unit 
21 1 1 . A data source 2204 is a URL (Uniform Resource 
Locator) for specifying the location of a piece of music 
data. When ISRC information is added to a title code 30 
2202, the data source can be identified by the title code 
2202. 

[0102] The input unit 21 1 1 is realized by a mouse, a 
keyboard, and the like. The input unit 21 1 1 receives an 
instruction to purchase music, i.e., a recording instruc- 35 
tion, and informs the data transmit/receive unit 2101 of 
the instruction. The user clicks the title and the like of 
the selected music with the mouse according to infor- 
mation displayed on the display unit 21 12 to instruct the 
recording of the music data. 40 
[0103] When receiving the instruction to record the 
music data, the data transmit/receive unit 2101 down- 
loads the desired music data from the host computer of 
the provider through the telephone line. At this time, the 
location of the music data is specified according to the 45 
URL in the attribute information. The music data down- 
loaded is once recorded on the primary recording 
medium 2102. 

[0104] The primary recording medium 2102 is gen- 
erally a hard disk in the PC, and records the desired so 
music data without decrypting. As a result, the digital 
data recording apparatus is not necessarily connected 
to the host computer of the provider during the following 
operations. 

[0105] The data extraction unit 2103 extracts the 55 
music data to be recorded from the primary recording 
medium 2102. At this time, the user selects the music 
data to be recorded on the secondary recording 



medium 21 10 with the input unit 21 1 1 according to the 
information displayed on the display unit 2112 that is 
almost equivalent to the information shown in Fig. 9. 
The data extracted by the data extraction unit 2103 has 
been encrypted in an encryption system according to 
the information provider, so that the encryption system 
judging unit 2104 judges an appropriate system to 
decrypt the data. For example, information for identify- 
ing the encryption system of digital data is added to the 
header, or the attribute information indicates the 
encryption system, and the encryption system judging 
unit 2104 judges the encryption data according to the 
information. 

[01 06] The first, second, and third decryption units, 
2105, 2106, and 2107 show that digital data are 
decrypted in different systems according to the informa- 
tion providers. The number of decryption units is not lim- 
ited to three. The encryption system judging unit 2104 
selects one appropriate decryption unit, and the 
selected decryption unit decrypts encrypted data. More 
specifically, the encryption system judging unit 2104 
obtains or creates a decryption key corresponding to 
the obtained encryption system of the data, and the 
selected decryption unit decrypts the data with the 
decryption key. As a result, data that have been 
encrypted in different encryption systems are once 
decrypted. 

[0107] The encryption unit 2108 re-encrypts the 
decrypted data. In the present embodiment, information 
inherent in the recording medium is supposed to used 
as the encryption key information at the time of encryp- 
tion. Note that a method of encryption according to 
information inherent in a recording medium is described 
in Japanese Laid-Open Patent Application No. 05- 
257816, so that a detailed explanation will not be given 
here. 

The recording medium inherent information obtaining 
unit 2113 extracts the inherent information from the sec- 
ondary recording medium 2110 according to an instruc- 
tion from the encryption unit 2108, and transfers the 
extracted inherent information to the encryption unit 
2108. 

[0108] The encryption unit 2108 re-encrypts data 
using the inherent information that has been obtained 
by the recording medium inherent information obtaining 
unit 21 13 as the encryption key. 

[0109] Here, an explanation of the information 
inherent to the secondary recording medium 2110 will 
be given. 

[0110] Each secondary recording medium 2110 
has a different inherent identification information. When 
a secondary recording medium 2110 is a DVD-RAM, 
the inherent identification information is the information 
written in the BCA (Burst Cutting Area). Each disc has a 
different information in the BCA, and the information is 
recorded at the time of manufacturing and is not rewrite- 
able. As a result, even if a user with a malicious intent 
makes a copy of the content of the disc on another 
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recording medium using a tool for bit copy, the copied 
data cannot be decrypted since the information for 
decryption key of the other recording medium is differ- 
ent from that of the disc. In this way, the copyright of the 
data is surely protected. 5 
[0111] The recording unit 2109 records the re- 
encrypted data on the secondary recording medium 
2110. 

[0112] An explanation of the operations by the dig- 
ital data recording apparatus the structure of which has io 
been descrfoed will be given with reference to the flow- 
chart in Fig. 10. 

[0113] The data transmit/receive unit 2101 down- 
loads the attribute information (step s2301), and awaits 
for an instruction to record digital data from the user is 
(step S2302). The data transmit/receive unit 2101 down- 
loads designated digital data and records the digital 
data on the primary recording medium 2102 (step 
S2303). The encryption system of the downloaded data 
is judged, and an appropriate one of the first, second, 20 
and third decryption units 2105, 2106, and 2107 is 
instructed to decrypt the data (step S2304). One of the 
first, second, and third decryption units 2105, 2106, and 

2107 decrypts the data (step s2305). When the 
decrypted data is input, the encryption unit 2 1 08 obtains 25 
the inherent information of the secondary recording 
medium 21 10 from the recording medium inherent infor- 
mation obtaining unit 2113 (step s2306). An encryption 
key is created using the obtained inherent information 

as part of the encryption key. and the encryption unit 30 

2108 re-encrypts the data (step s2307). The recording 
unit 2109 records the re-encrypted data on the second- 
ary recording medium 2110 (step S2308), where the 
processing is completed. 

[0114] An explanation has been given of the digital 35 
data recording apparatus according to the second 
embodiment of the present invention. 
[0115] An explanation of a digital data recording 
apparatus according to the third embodiment of the 
present invention will be given below. 40 

(The Third Embodiment) 

[01 16] Fig. 1 1 shows the structure of the digital data 
recording apparatus according to the third embodiment 45 
of the present invention. The digital data recording 
apparatus is generally realized by a PC. The digital data 
recording apparatus includes a data transmit/receive 
unit 2101, a primary recording medium 2102, a data 
extraction unit 2103, an encryption system judging unit so 
2104, a decryption unit group 2115. an attribute infor- 
mation obtaining unit 2401, a copy control information 
detection judging unit 2402. a copy control information 
conversion unit 2403, an accounting information calcu- 
lation unit 2404. an encryption unit 2108. a secondary 55 
recording medium 2110, an input unit 2111, a display 
unit 21 12, and a recording medium inherent information 
obtaining unit 2113. 



[0117] Note that the elements of the digital data 
recording apparatus that are the same in the second 
and third embodiments have the same reference num- 
bers and explanations of the elements are not given 
below. 

[0118] Fig. 12 shows the attribute information of 
data in the present embodiment. The attribute informa- 
tion in Fig. 12 includes copy control information 2501 
and accounting information 2502 in addition to the 
attribute information shown in Fig. 9. The copy control 
information 2501 shows the number of times data can 
be recopied or copied. For instance, in terms of the 
number of times data can be recopied, a value corre- 
sponding to "no limit", "copying only (no recopying)", "no 
copying" and the like is shown. On the other hand, the 
number of times data can be copied is an integer larger 
than "0". More specifically, "no recopying" means that 
digital data that has been recorded on a secondary 
recording medium 2110 cannot be recopied. "No limit" 
means that the data can be copied any number of times. 
The copying times, such as, "two copies" means that 
data can be copied on two secondary recording media 
2110. 

[01 1 9] The attribute information obtaining unit 2401 
obtains attribute information corresponding to data to be 
reproduced from the primary recording medium 2102. 
In the present embodiment, the copy control information 
and the accounting information 2502 are extracted. 
Note that since attribute information includes copyright 
protection information and the accounting information 
2502, it is desirable to record attribute information in a 
secure area on the primary recording medium 2102 so 
that attribute information could not be accessed by an 
ordinary user operation. 

[0120] The copy control information detection judg- 
ing unit 2402 extracts the copy control information from 
the attribute information to obtain the information indi- 
cating whether copying or recopying is allowed and the 
number of times data can be copied or recopied. 
[0121] When copying or recopying is allowed, the 
copy control information conversion unit 2403 rewrites 
the copy control information as necessary. For instance, 
when recopying is prohibited, the copy control informa- 
tion conversion unit 2403 changes the value of the copy 
control information 2501 so that recopying would be 
prohibited. When the number of times data is copied is 
limited, the copy control information conversion unit 
2403 changes the value so that the value would be the 
number that is less than the copying number allowed by 
"1". 

[0122] When the allowed copying number is set, 
what is important is the number of times the data on the 
primary recording medium 2102 is recorded on the sec- 
ondary recording medium 2110. The rewriting of the 
copy control information is to rewrite data recorded on 
the primary recording medium 2102. As a result, the 
allowed copying number that has been recorded on the 
primary recording medium 2102 is decreased by "1", 
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and the allowed copying number that is to be recorded 
on the secondary recording medium is "0". 
[0123] The accounting information calculation unit 
2404 obtains the accounting information of the desired 
music data from the attribute information that has been 5 
obtained by the attribute information obtaining unit 
2401, calculates the amount of charge according to the 
accounting information, and records the calculated 
amount of charge in a secure area on the primary 
recording medium 2102. w 
[0124] An explanation of the operations by the dig- 
ital data recording apparatus, the structure of which has 
been described, will be given with reference to the flow- 
charts in Figs. 13 and 14. 

[0125] First, the data transmit/receive unit 2101 is 
downloads the attribute information (step S2601 ), awaits 
a recording instruction of digital data from the user (step 
S2602), downloads the designated digital data, and 
records the downloaded digital data on the primary 
recording medium 2102 (step s2603). Then, the data 20 
transmit/receive unit 2101 obtains the attribute informa- 
tion of the data to be recorded from the attribute infor- 
mation obtaining unit 2401 (step s2604). The copy 
control information detection judging unit 2402 judges 
the copy control information 2501 in the attribute infer- 25 
mation and judges whether copying is allowed (step 
s2605). When copying is allowed, the allowed number 
of times of recopying or copying is obtained, and the 
obtained number of times is rewritten by the copy con- 
trol information conversion unit 2403 as necessary (step 30 
S2606). When copying is not allowed, the processing 
will be discontinued (step s2607). Then, the encryption 
system is judged, and an appropriate decryption unit in 
the decryption unit group 21 15 is instructed to decrypt 
the digital data (step s2608). One of the first, second, 35 
and third decryption units decrypts the digital data (step 
S2609). After the decryption, the amount of charge is 
calculated according to the accounting information that 
has been obtained by the attribute information obtaining 
unit 2401 (Step S2610). 40 
[0126] Receiving the decrypted data, the encryp- 
tion unit 2108 obtains the inherent information of the 
secondary recording medium 2110 from the recording 
medium inherent information obtaining unit 2113 (step 
S2611). An encryption key is created including the 45 
obtained inherent information as part, and encryption 
unit 2108 re-encrypts the data (step s2612). The 
recording unit 2109 records the re-encrypted data on 
the secondary recording medium 2110 (step s2613), 
and the processing is completed. 50 
[0127] Up to this point, an explanation of the third 
embodiment of the present invention has been given. 

(The Fourth Embodiment) 

55 

[0128] An explanation of a digital data recording 
apparatus according to the fourth embodiment of the 
present invention will be given. The digital data record- 



ing apparatus is different from the digital data recording 
apparatus in the second embodiment in encryption key 
information and in including an inherent information 
obtaining/transfer unit 2803, a recording unit 2109, and 
a secondary recording medium 21 10 in a second digital 
data recording apparatus 2801 . Fig. 15 shows the struc- 
ture of the digital data recording apparatus according to 
the fourth embodiment of the present invention. The 
digital data recording apparatus is composed of first and 
second digital data recording apparatuses 2800 and 
2801. 

[0129] The first digital data recording apparatus 

2800 includes a data transmit/receive unit 2101, a pri- 
mary recording medium 2102, a data extraction unit 
2103, an encryption system judging unit 2104, a 
decryption unit group 21 15, an encryption unit 2108, an 
input unit 2111, a display unit 2112, and an inherent 
information obtaining unit 2802. 

[01 30] The second digital data recording apparatus 

2801 includes the inherent information obtaining/trans- 
fer unit 2803, the recording unit 2109, and the second- 
ary recording medium 21 10. 

[0131] Note that the elements of the digital data 
recording apparatus in the fourth embodiment that are 
the same in the second embodiment have the same ref- 
erence numbers and explanations of the elements are 
not given below. 

[0132] When the data that has been decrypted in 
the decryption unit group 21 15 is input into the encryp- 
tion unit 2108, the inherent information obtaining unit 

2802 requires the inherent information obtaining/trans- 
fer unit 2803 in the second digital data recording appa- 
ratus 2801 to transfer inherent information. The inherent 
information obtaining/transfer unit 2803 obtains the 
identification information inherent in the secondary 
recording medium 2110 in the second digital data 
recording apparatus 2801 or the identification informa- 
tion inherent in the second digital data recording appa- 
ratus 2801, and transfer the obtained identification 
information to the inherent information obtaining unit 
2802. 

[01 33] The encryption unit 21 08 creates an encryp- 
tion key using the identification information inherent in 
the secondary recording medium 2110 in the second 
digital data recording apparatus, the identification infor- 
mation inherent in the second digital data recording 
apparatus 2801, or the combination of these identifica- 
tionrinfor mation, and re-encrypts the decrypted data, 
and outputs the re-encrypted data to the second digital 
data recording apparatus 2801 . The recording unit 2109 
in the second digital data recording apparatus 2801 
records the re-encrypted data on the secondary record- 
ing medium 21 10. 

[0134] Note that inherent information that is 
obtained and transferred by the inherent information 
obtaining/transfer unit 2803 is the identification informa- 
tion inherent in the second digital data recording appa- 
ratus 2801 when the secondary recording medium 2110 
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is fixed in the second digital data recording apparatus 
2801 , and is the identification information inherent in the 
secondary recording medium 2110 or the combination 
of the identification information inherent in the second 
digital data recording apparatus 2801 and the identifica- 
tion information inherent in the secondary recording 
medium 2110 when the secondary recording medium 
2110 is removable from the second digital data record- 
ing apparatus 2801. As a result, more flexible encryp- 
tion systems can be available. 

[0135] Up to this point, an explanation of the fourth 
embodiment of the present invention has been given. 

(The Fifth Embodiment) 

[0136] Here, an explanation of a digital data record- 
ing apparatus according to the fifth embodiment of the 
present invention will be given. The digital data record- 
ing apparatus is almost the same as those in the sec- 
ond, third, and fourth embodiment. The explanation of 
the digital data recording apparatus will be given with 
reference to the block diagram in Fig. 15 used in the 
fourth embodiment. The digital data recording appara- 
tus in the fifth embodiment is different from that in the 
fourth embodiment in adopting an encryption system 
corresponding to the secondary recording medium 
2110 at the time of recording. More specifically, since 
the minimum unit of data, or the unit of data amount at 
the time of writing encrypted data is different for a DVD- 
RAM and a semiconductor memory, the inherent infor- 
mation obtaining unit 2802 obtains information of the 
medium from the inherent information obtaining/transfer 
unit 2803 to re-encrypt data in a optimal unit of data. As 
a result, a plurality of encryption units 21 08 are included 
and inherent information and medium information are 
transferred to an appropriate encryption unit. By doing 
so, not only a DVD-RAM but also a semiconductor 
memory, an IC card, and a hard disk can be used as the 
secondary recording medium 21 10. 
[0137] Up to this point, an explanation of the fifth 
embodiment has been given. 

[0138] Note that the second to fifth embodiments 
have been explained as examples of system by which 
optimal effects can be expected under the present situ- 
ation. The embodiments can be changed within the 
range of the basic principles of the present invention. 
Examples of changed embodiments will be given below. 
[0139] In the second to fifth embodiments, digital 
data is downloaded from the host computer when the 
user requests to purchase the digital data. It is possible 
to record digital data on the primary recording medium 
2102 in the user's PC regardless of the purchase and to 
request to purchase digital data that has been recorded 
on the primary recording medium 2102. 
[0140] In the second to fifth embodiments, copy 
control information is indicated in attribute information. It 
is possible to embed copy control information into digital 
data using Water Mark technology. 
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[0141] While it has been explained that accounting 
information is recorded in a secure area on the primary 
recording medium 2102, it is possible to provide another 
recording medium such as an IC card than the primary 
5 recording medium 2102 to record accounting informa- 
tion. 

[0142] While the information provided by the infor- 
mation provider is audio information in the second to 
fifth embodiments, the information is not limited to audio 
io information. The information can be video information, 
audio information, character information, or the combi- 
nation of video, audio, and character information. 

(The Sixth Embodiment) 

15 

[0143] Fig. 16 shows the structure of a digital data 
recording apparatus according to the sixth embodiment 
of the present invention. 

[0144] The digital data recording apparatus 
20 includes a communication unit 3101, a recording 
medium 3102, a received data record/judging unit 3103, 
a display unit 3104, an input operation unit 3105, a 
recording medium inherent information obtaining unit 
3106, an encryption unit 3107, a recording unit 3108, an 
25 accounting information recording unit 31 09, an account- 
ing information recording medium 3110, and an 
accounting unit 3111. The digital data recording appara- 
tus is realized by a PC. 

[0145] The communication unit 3101 is realized by 
30 a modem, and is connected to the host computer (not 
illustrated) of a data provider and an accounting center 
(not illustrated) via a telephone line. When receiving 
digital data and the attribute information from the host 
computer, the communication unit 3101 informs the 
35 received data record/judging unit 3103 of the reception. 
[0146] When receiving an inquiry of charge from 
the accounting center, the communication unit 3101 
informs the accounting unit 3111 of the inquiry. When 
informed of accounting information by the accounting 
40 unit 3111, the communication unit 3101 informs the 
accounting center of accounting information via the tel- 
ephone line. 

[0147] Note that digital data provided by the data 
provider is supposed to be music data in the present 

45 embodiment. Music data to be provided is supposed to 
be encrypted digital data, and an information identifier is 
supposed to be added to a piece of digital data. The 
information identifier of a piece of music is supposed to 
be the title code for distinguishing the music from 

so another piece of music. 

[0148] Attribute information is also supposed to be 
added to a piece of digital data. Attrtoute information 
includes information indicating the charge and the pro- 
vider of digital data. 

55 [0149] Fig. 17 is an example of attribute informa- 
tion. Attribute information 3201 includes titles 3202, per- 
formers (singers) 3203, title codes 3204, recording 
charges 3205, charges per reproduction 3206, maxi- 
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mum numbers of reproducing 3207, encryption condi- 
tions 3208, and copy permission 3209. 
[01 50] The titles 3202 and the performers 3203 are 
displayed on the display unit 31 04. The user indicates to 
copy (replicate) digital data according to the titles 3202 s 
and the performers 3203. A title code is unique to a 
piece of music for distinguishing the music from another 
piece of music. For instance, an ISRC is used as a title 
code 3204. Note that the ISRC is composed of a coun- 
try code (two ASCII characters), an owner code (three w 
ASCII characters), a recording year (two-digit numbers), 
and a serial number (five-digit numbers). 
[0151] A recording charge 3205, a charge per 
reproduction 3206, a maximum number of reproducing 
3207, and the like are included in accounting standard is 
data, and are information for calculating the charges of 
a piece of music data. 

[0152] A recording charge 3205 indicates a charge 
when digital data that has been received by the commu- 
nication unit 3101 is recorded on the recording medium 20 
3102. A charge per reproduction 3206 indicates the 
charge for reproducing digital data once that has been 
recorded on the recording medium 3102. A maximum 
number of reproducing 3207 indicates the maximum 
number of times that digital data that has been recorded 25 
on the recording medium 3102 can be reproduced. For 
instance, when a maximum number of reproducing 
3207 is "100". the digital data can be reproduced up to 
100 times. Note that it is possible to set a maximum 
number of reproducing 3207 so that no additional 30 
charge is required after the number of reproducing 
reaches a certain number of times. 
[0153] An encryption condition 3208 is a flag show- 
ing whether digital data that has been received by the 
communication unit 3101 is an encrypted data. 35 
[0154] Copy permission 3209 is a flag recorded by 
the user and shows whether it is permitted to record 
music data that has been received by the recording 
medium 3102. For instance, "only once" indicates that 
the music data is permitted to be recorded only once, 40 
and "permitted" indicates that the music data is permit- 
ted to be recorded any number of times. 
[0155] Note that the main object of the present 
invention is to protect the copyright of received music 
data when the music data is recorded (replicated) on 45 
the recording medium 3102, so that an explanation of a 
case where it is only permitted to listen to music data 
will be given briefly. In this case, the copy permission 
3209 is "not permitted". While neither decryption unit 
nor input unit is included in the structure shown in Fig. so 
16, digital data that has been received by the communi- 
cation unit 3101 is decrypted by a decryption unit to 
input music from an input unit. At this time, the account- 
ing standard data includes a listening charge. 
[0156] The recording medium 3102 is composed of ss 
a rewriteable storage element such as a DVD-RAM and 
is removable from the digital data recording apparatus. 
[0157] In a non-rewriteable secure area on the 



recording medium 3102, inherent information of the 
recording medium 3102 is recorded in advance. 
[0158] On the recording medium 3102, the digital 
data that has been re-encrypted by the encryption unit 
3107 is recorded by the recording unit 3108. 
[0159] In addition, the management information 
and attribute information of the recorded digital data are 
recorded on the recording medium 3102 by the record- 
ing unit 3108. 

[0160] When informed of digital data and the 
. attribute information 3201 from the communication unit 
3101, the received data record/judging unit 3103 stores 
the attribute information 3201 , has the display unit 3104 
display the title 3202, the player 3203, the recording 
charge 3205, the charge per reproduction 3206 and the 
like, and informs the encryption unit 3107 of the digital 
data. 

[0161] When receiving an instruction to copy (repli- 
cate) music, the received data record/judging unit 3103 
judges whether the digital data corresponding to the title 
code 3204 of the designated music can be copied on 
referring to the copy permission 3209. When the digital 
data can be copied, the received data record/judging 
unit 3103 instructs the recording medium inherent infor- 
mation obtaining unit 3106 to obtain the inherent infor- 
mation of the recording medium 3102. and informs the 
encryption unit 3107 of the title code 3204 and the 
encryption condition 3208. 

[0162] When it is not permitted to copy the digital 
data, the received data record/judging unit 3103 has the 
display unit 3104 display the judgement result. 
[0163] When notified that the digital data has been 
copied by the recording unit 3108, the received data 
record/judging unit 3103 rewrites the copy permission 
3209 in the stored attribute information 3201 . More spe- 
cifically when the copy permission 3209 is "only once", 
the "only once" is changed to "not permitted". When the 
number of times of copying is greater than one, the 
number is decreased by one. Note that the storage area 
for storing the attribute information 3201 is in the EEP- 
ROM (Electrically Erasable and Programmable ROM), 
so that the storage content is not erased when the 
power of the digital data recording medium is turned off 
the storage content is not erased. 
[0164] For instance, when informed of the comple- 
tion of copying by the recording unit 31 08 after informing 
the encryption unit 3107 of the title code 3204 n song01", 
the received at a record/judging unit 3103 changes the 
copy permission 3209 corresponding to the title code 
"songor from "only once" to "not permitted". As a 
result, the violation of the data provider copyright can be 
protected. 

[01 65] The display unit 31 04 is composed of a liquid 
crystal display or a CRT (Cathode- Ray-Tube). The dis- 
play unit 3104 displays the title of music data (digital 
data) or indicates that the digital data cannot be copied 
under the control of the received data record/judging 
unit 3103. 
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[0166] The input operation unit 3105 is composed 
of a mouse and the like. The input operation unit 3105 
receives the user's instruction to copy digital data and 
informs the received data record/judging unit 3103 of 
the instruction. When downloading a piece of music on 5 
referring to titles and players displayed by the display 
unit 3104, the user clicks the tile and the like with the 
mouse and instructs the copying of the music. 
[0167] When receiving an instruction to obtain the 
inherent information from the received data record/judg- ic 
ing unit 3103, the recording medium inherent informa- 
tion obtaining unit 3106 reads the inherent information 
that has been recorded in a secure area on the record- 
ing medium 3102 and informs the encryption unit 3107 
of the read inherent information. 15 
[01 68] The encryption unit 3 1 07 creates an encryp- 
tion key according to the inherent information that has 
been received from the recording medium inherent 
information obtaining unit 3106. The encryption unit 
3107 re-encrypts the digital data that has been received 20 
from the received data record/judging unit 3103 using 
the created encryption key and informs the recording 
unit 31 08 of the re-encrypted digital data. 
[01 69] Note that when informed that the digital data 
that has been received from the received data 25 
record/judging unit 3103 has been encrypted, the 
encryption unit 3107 has the digital data be decrypted 
or use the digital data without a decryption. 
[0170] More specifically, when informed of digital 
data "data A", which is to be recorded on the recording 30 
medium 3102, by the received data recordyjudging unit 
3103, the encryption unit 3107 creates an encryption 
key "KM" according to the inherent information of the 
recording medium 3102 and re-encrypts the digital data 
"data A" to create encrypted digital data "E (KM, 35 
dataA)". When the digital data "dataA" is to be recorded 
on another recording mecfium and an encryption key 
"K M" is created according to the inherent information of 
the other recording medium, the encrypted digital data 
"E" is encrypted digital data "E(K1v1, dataA)". " 40 
[0171] The technology of digital data encryption is 
described in Japanese Laid-Open Latent Application 
No. 05-257816. 

[0172] The recording unit 3108 records the 
encrypted digital data on the recording medium 3102 45 
that has been received from the encryption unit 3107. At 
this time, the recording unit 3108 creates the manage- 
ment information of the recorded digital data on the 
recording medium 3102. 

[0173] Fig. 18 shows an example of management so 
information. Management information 3301 includes 
title codes 3204, which are the identifiers of recorded 
digital data, recording start addresses 3302, and 
recording end addresses 3303 of the recorded digital 
data. In the management information 3301 , each of the 55 
title codes 3204 correspond to different recording start 
addresses 3302, and recording end addresses 3303. 
[0174] When digital data recorded on the recording 
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medium 3102 is reproduced, the management informa- 
tion 3301 is referred to. 

[0175] When finishing recording the encrypted dig- 
ital data and the management information on the 
recording medium 3102, the recording unit 3108 reads 
the attribute information 3201 that has been stored in 
the received data record/judging unit 3103 correspond- 
ing to the recorded digital data, and writes the read 
attribute information 3201 on the recording medium 
3102. In addition, the recording unit 3108 informs the 
received data record/judging unit 3103 of the comple- 
tion of the copying, and informs the accounting informa- 
tion recording unit 31 09 of the title code of the recorded 
digital data. 

[0176] When informed of the title code 3204 by the 
recording unit 3108, the accounting information record- 
ing unit 3109 reads the recording charge 3205 of the 
attribute information 3201 corresponding to the title 
code 3204 that has been stored in the received data 
record/judging unit 3103. When finding that the record- 
ing charge 3205 must be paid, the accounting informa- 
tion recording unit 3109 records the title code 3204 and 
the recording charge 3205 on the accounting informa- 
tion recording medium 31 10 as the accounting informa- 
tion. 

[0177] The accounting information recording 
medium 31 10 is composed of a RAM card and the like. 
On the accounting information recording medium 31 10, 
the accounting information of digital data is recorded by 
the accounting information recording unit 3109 that has 
been downloaded on the recording medium 3102. 
[0178] When receiving an inquiry of a charge from 
the accounting center (not illustrated) via the communi- 
cation unit 3101, the accounting unit 3111 reads out- 
standing accounting information that has been recorded 
on the accounting information recording medium 31 10, 
and informs the communication unit 3101 of the read 
outstanding accounting information. After informing the 
communication unit 3101 of the outstanding accounting 
information, the accounting unit 3111 records a flag 
indicating that the accounting center has been informed 
of outstanding accounting information (indicating settle- 
ment) on the accounting information recording medium 
3110. 

[0179] Here, an explanation of operations in the 
present embodiment will be given with reference to the 
flowchart in Fig. 19. 

[0180] The received data record/judging unit 3103 
awaits an indication to record digital data from the user 
(step S3402). and judges whether it is permitted to copy 
the designated cfigrtal data on referring to the attribute 
information 201 (step s3404). When it is not permitted 
to copy the digital data, the received data record/judging 
unit 3103 has the display unit 3104 indicate that the 
copying is not permitted (step s3406) to complete the 
processing. 

[0181] When it is permitted to copy the cfigrtal data, 
the recording medium inherent information obtaining 
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unit 3106 obtains the inherent information of the record- 
ing medium 3102 that has been recorded in a secure 
area on the recording medium 3102, and informs the 
encryption unit 3107 of the obtained inherent informa- 
tion (step S3408). 5 
[0182] The encryption unit 3107 creates an encryp- 
tion key according to the inherent information and re- 
encrypts the digital data (step S3410). 
[0183] The recording unit 3108 records the 
encrypted digital data on the recording medium 3102 10 
(step S3412). 

[0184] Then, the accounting information recording 
unit 3109 judges whether the recording charge of the 
recorded digital data must be paid (step S3414). When 
the recording charge is free, the processing is com- 15 
pleted. When the recording charge must be paid, the 
accounting information recording unit 3109 records the 
accounting information on the accounting information 
recording medium 3110 (step s3416) to complete the 
processing. 20 
[0185] Fig. 20 shows the structure of a playback 
apparatus for reproducing digital data that has been 
recorded on the recording medium 3102 by the digital 
data recording apparatus. 

[01 86] The digital data playback apparatus includes 25 
a recording medium 3102, an input operation unit 3501 , 
a reproducing information reading unit 3502, a display 
unit 3503, a recording medium inherent information 
obtaining unit 3504, a decryption unit 3505, a reproduc- 
ing unit 3506, an accounting information recording unit 30 
3507, and an accounting information recording medium 
3508. 

[0187] On the recording medium 3102, digital data 
that has been re-encrypted in the digital data recording 
apparatus, the management information 3301, the 35 
attribute information 3201, and the inherent information 
for identifying the recording medium 3102 has been 
recorded. 

[0188] When receiving an instruction to start repro- 
ducing, the input operation unit 3501 gives the repro- 40 
ducing information reading unit 3502 an instruction of 
initial activation. When receiving the designation of a 
title from the user, the input operation unit 3501 informs 
the reproducing information reading unit 3502 of the 
title. Note that not only when initial activation is 45 
instructed, but also when the recording medium 3102 is 
inserted into the digital data playback apparatus, the 
instruction of automatic playback mode is given to the 
reproducing information reading unit 3502. 
[0189] When receiving the instruction of initial acti- so 
vation, the reproducing information reading unit 3502 
reads the attribute information 3201 that has been 
recorded on the recording medium 3102, and has the 
display unit 3503 indicate items in the attribute informa- 
tion 3201 such as the titles 3202 and players 3203. 55 
[0190] When receiving the instruction of a piece of 
music or the instruction of automatic playback mode 
from the input operation unit 3501, the reproducing 



information reading unit 3502 judges whether the maxi- 
mum number of reproducing 3207 in the attribute infor- 
mation 3201 is equal to or greater than "1". When the 
maximum number of reproducing 3207 is equal to or 
greater than "1", the reproducing information reading 
unit 3502 reads the title code 3204 and encrypted digital 
data that has been recorded from the recording start 
address 3302 to the recording end address 3303, and 
informs the decryption unit 3505 of the read digital data. 
At this time, the reproducing information reading unit 
3502 instructs the recording medium inherent informa- 
tion obtaining unit 3504 to obtain the inherent informa- 
tion, and informs the accounting information recording 
unit 3507 of the title code 3204 and the charge per 
reproduction. Then, when the digital data has been 
read, the reproducing information reading unit 3502 
rewrites the maximum number of reproducing 3207, 
which is an item of the attribute information 3201, by 
decreasing the value of the maximum number of repro- 
ducing 3207 by one. Note that when the maximum 
number of reproducing 3207 is "no limit", the maximum 
number of reproducing 3207 is not rewritten. 
[0191] When judging that the maximum number of 
reproducing is less than "1", the reproducing informa- 
tion reading unit 3502 has the display unit 3502 indi- 
cates that the digital data cannot be reproduced any 
more. 

[01 92] The display unit 3503 is composed of a liquid 
crystal display and the like, and displays the list of titles 
that have been read by the reproducing information 
reading unit 3502 and other information. In addition, 
when the user designates a title of music data that has 
been reproduced the maximum number of times, the 
display unit 3503 indicates that the music data cannot 
be reproduced any more. 

[01 93] When instructed by the reproducing informa- 
tion reading unit 3502 to obtain the inherent information, 
the recording medium inherent information obtaining 
unit 3504 obtains the inherent information, which is the 
identifier of the recording medium 3102 from a secure 
area on the recording medium 3102, and informs the 
decryption unit 3505 of the obtained inherent informa- 
tion. 

[0194] When informed of the inherent information 
by the recording medium inherent information obtaining 
unit 3504 and of the encrypted digital data from the 
reproducing information reading unit 3502, the decryp- 
tion unit 3505 creates a decryption key according to the 
inherent information, decrypts the encrypted digital 
data, and informs the reproducing unit 3506 of the 
decrypted digital data. 

[01 95] When informed of the decrypted digital data 
by the decryption unit 3505, the reproducing unit 3506 
decodes the digital data to reproduce music. After the 
reproducing of the music, the reproducing unit 3506 
informs the accounting information recording unit 3507 
that the reproducing is finished. 
[0196] When informed that the reproducing is fin- 
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ished by the reproducing unit 3506, the accounting 
information recording unit 3507 records the title code 
3204 and the charge per reproduction 3206 that have 
been received from the reproducing information tread- 
ing unit 3502 and the reproducing date as the account- 5 
ing information on the accounting information recording 
medium 3508. Note that when the charge per reproduc- 
tion 3206 is "free", the charge per reproduction 3206 is 
not recorded. 

[0197] The accounting information recording io 
medium 3508 is composed of a RAM card and the like. 
On the accounting information recording medium 3508, 
accounting information is recorded by the accounting 
information recording unit 3507. 

[01 98] Here, an explanation of operation by the dig- 15 
ital data playback apparatus will be given with reference 
to the flowchart shown in Fig. 21 . 
[0199] First, the user instructs the start of reproduc- 
tion using, for instance, a remote control of the input 
operation unit 3501 , and designates a title of music dis- 20 
played by the display unit 3503. The reproducing infor- 
mation reading unit 3502 regards the designation as a 
requirement to reproduce the music data (digital data) 
corresponding to the title (step s3602), and judges 
whether the maximum number of reproducing 3207 of 25 
the music is equal to or greater than "1" on referring to 
the attribute information 3201 (step S3604). When the 
maximum number of reproducing 3207 is less than "1 
the reproducing information reading unit 3502 has the 
display unit 3503 indicate that the music data has been 30 
reproduced the maximum number of times (step s3606) 
to complete the processing. 

[0200] When the maximum number of reproducing 
3207 is equal to or greater than "1", the reproducing 
information reading unit 3502 reads the encrypted dig- 35 
ital data from the recording medium 3102 and informs 
the decryption unit 3505 of the read digital data (step 
S3608). 

[0201] Meanwhile, the recording medium inherent 
information obtaining unit 3504 obtains the inherent 40 
information from the recording mecfium 3102 and 
informs the decryption unit 3505 of the obtained inher- 
ent information (step s3610). 

[0202] The decryption unit 3505 decrypts the 
encrypted digital data using the inherent information as 45 
the decryption key (step s3612). 
[0203] The reproducing unit 3506 decodes the dig- 
ital data to reproduce and output music (step s3614). 
[0204] Then, the accounting information recording 
unit 3507 judges whether the charge per reproduction so 
3206 must be paid (step S3616). When the charge per 
reproduction 3206 is "free", the processing is com- 
pleted. When the charge per reproduction 3206 must be 
paid, the accounting information recording unit 3507 
records the accounting information on the accounting 55 
information recording medium 3508 (step s3618) to 
complete the processing. 



(The Seventh Embodiment) 

[0205] Fig. 22 shows the structure of a digital data 
recording apparatus according to the seventh embodi- 
ment of the present invention. The digital data recording 
apparatus includes a first digital data recording appara- 
tus 3700 and a second digital data recording/playback 
apparatus 3710. 

[0206] The first digital data recording apparatus 
3700 includes a first recording medium 3701 . a commu- 
nication unit 3101 , a received data primary record/judg- 
ing unit 3702, a display unit 3104, an input operation 
unit 3105, a primary recording unit 3703, a received 
data read/judging unit 3704, an inherent information 
obtaining unit 3705, an encryption unit 3706, an 
accounting information recording unit 31 09, an account- 
ing information recording medium 3110, and an 
accounting unit 3111. The first digital data recording 
apparatus is realized by a PC. 

[0207] The second digital data recording/playback 
apparatus includes an inherent information obtain- 
mentftransfer unit 3707, a secondary recording unit 
3708, a second recording medium 3709, an input oper- 
ation unit 3501 , a reproducing information reading unit 
3502, a display unit 3503, a decryption unit 3505, a 
reproducing unit 3506, an accounting information 
recording unit 3507, and an accounting information 
recording medium 3508. 

[0208] Note that the elements of the first digital data 
recording apparatus 3700 and the second digital data 
recording/playback apparatus in the seventh embodi- 
ment that are the same in the digital data recording 
apparatus and the digital data playback apparatus in the 
sixth embodiment have the same reference numbers 
and explanations of the elements are not given below. 
[0209] First, an explanation of the first digital data 
recording apparatus 3700 will be given. The first digital 
data recording apparatus 3700 is different from the dig- 
ital data recording apparatus in the sixth embodiment in 
the points that the first recording medium 3701 is fixed 
in the first digital data recording apparatus 3700 and 
digital data that has been recorded on the first recording 
medium 3701 is output after being encrypted for sec- 
ondary recording. 

[0210] The first recording medium 3701 is com- 
posed of a rewriteable recording element such as a 
hard disk that is fixed in the first digital data recording 
apparatus 3700. On the first recording medium 3701, 
digital data (music data) that has been received by the 
communication unit 3101 and the management infor- 
mation of the digital data are recorded by the primary 
recording unit 3703. 

[0211] The received data primary record^udging 
unit 3702 writes attribute data attached to the digital 
data that has been received by the communication unit 
3101 in a storage area in an EEPROM. One example of 
attribute information that is received in the present 
embodiment is shown in Fig. 23. Attribute information 



18 

BNSDOCID: <EP 1018733A1_I_> 



35 



EP1 018 733 A1 



36 



3601 is different from the attribute information 3201 in 
the sixth embodiment in the point that secondary 
recording charges 3802, copy permission (primary) 
3803, and copy permission (secondary) are indicated. 
[0212] The attribute information 3801 shows that 5 
neither of the primary and secondary copying is not per- 
mitted and only listening in real time is permitted for a 
title "music E" having title code "songOS". 
[0213] When instructed secondary recording of 
music by the user, the received data primary io 
record/judging unit 3702 judges whether primary 
recording is permitted for the music on referring to an 
item in the attribute information 3801, copy permission 
(primary) 3803. When the primary recording is not per- 
mitted, the received data primary record/judging unit is 
3702 has the display unit 31 04 indicate that the primary 
recording for the music is not permitted. When the pri- 
mary recording is permitted, the received data primary 
record/judging unit 3702 informs the primary recording 
unit 3703 of the digital data of the music. Other func- 20 
tions of the received data primary recording judging unit 
are the same as of the received data record/judging unit 
3103. 

[0214] The primary recording unit 3703 records the 
received digital data on the first recording medium 25 
3701. At this time, the management information is also 
written as in the case of the recording unit 3108 in the 
sixth embodiment. Note that while an encryption key is 
created according to the inherent information of the 
recording medium 31 02 to re-encrypt digital data in the 30 
sixth embodiment, the digital data is not re-encrypted 
since the first recording medium 3701 is not removable 
from the first digital data recording apparatus 3700, i.e., 
is not used in another apparatus in the present embodi- 
ment. 35 
[0215] In addition, when the digital data has been 
recorded on the first recording medium 3701 , the pri- 
mary recording unit 3703 informs the received data 
read/judging unit 3704 of the title code 3805 of the 
recorded digital data. 40 
[021 6] When informed of the title code 3805 by the 
primary recording unit 3703, the received data 
read/judging unit 3704 judges whether the secondary 
recording of the music is permitted on referring to the 
copy permission (secondary) 3804 in the attribute infer- 45 
mation 3801 in the received data primary record/judging 
unit 3702. When the secondary recording is not permit- 
ted, or when the permitted number of times is less than 
"1", the received data read/judging unit 3704 has the 
display unit 3104 indicate that the secondary recording so 
is not permitted for the music. 

[0217] When the secondary recording is permitted, 
the received data read/judging unit 3704 refers to the 
management information (refer to Fig. 18). reads the 
digital data of the title code that has been recorded on 55 
the first recording medium 3701. The received data 
read/judging unit 3704 informs the encryption unit 3706 
of the digital data, and instructs the inherent information 



obtaining unit 3705 to obtain inherent information. 
[0218] When having read the digital data, the 
received data read/judging unit 3704 decreases the 
number of times of the copy permission (secondary) 
3804 by "1" in the attribute information 3701 that has 
been stored in the received data primary record/judging 
unit 3702. For instance, "only once" is changed to "not 
permitted", and "permitted" is not written since the 
number of times is not limited. 

[0219] Note that after notifying the encryption unit 
3706 of the digital data, the received data read/judging 
unit 3704 reads the attribute information that has been 
stored in the received data primary record/judging unit 
3702. 

[0220] When instructed to obtain inherent informa- 
tion by the received data read/judging unit 3704, the 
inherent information obtaining unit 3705 requests the 
inherent information obtaining/transfer unit 3707 in the 
second digital data recording/playback apparatus 3710 
that is connected to the first digital data recording appa- 
ratus 3700 to transmit the inherent information. When 
informed of the inherent information by the inherent 
information obtaining/transfer unit 3707, the inherent 
information obtaining unit 3705 informs the encryption 
unit 3706 of the inherent information. 
[0221 ] The encryption unit 3706 creates an encryp- 
tion key according to the inherent information that has 
been transferred from the inherent information obtaining 
unit 3705, encrypts the digital data that has been trans- 
ferred from the received data read/judging unit 3704, 
and transmits the encrypted digital data to the second- 
ary recording unit 3708 in the second digital data 
recording/playback apparatus 3710. After the transmis- 
sion of the encrypted digital data, the encryption unit 
3706 transmits the received attribute information. 
[0222] Here, an explanation of the second digital 
data recording/playback apparatus 3710 will be given. 
The second digital data recording/playback apparatus 
3710 is realized by, for instance, a portable headphone 
stereo apparatus. The second recording medium 3709 
is composed of a semiconductor memory such as an IC 
card that is removable from the second digital data 
recording/playback apparatus 3710. 
[0223] When required to transmit the inherent infor- 
mation by the inherent information obtaining unit 3705 
in the first digital data recording apparatus 3700, the 
inherent information obtaining/transfer unit 3707 
obtains the medium identification information inherent in 
the second recording medium 3709 that is recorded on 
the second recording medium 3709 in advance and the 
apparatus identification information inherent in the sec- 
ond digital data recording/playback apparatus 3710, 
and informs the inherent information obtaining unit 3705 
of the obtained medium identification information and 
apparatus identification information. Meanwhile, when 
instructed to inform inherent information by the repro- 
ducing information reading unit 3502, the inherent infor- 
mation obtaining/transfer unit 3707 informs the 
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decryption unit 3505 of the obtained medium identifica- 
tion information and apparatus identification informa- 
tion. 

[0224] When receiving the encrypted digital data 
and the attribute information that has been output from 
the encryption unit 3706 in the first digital data recording 
apparatus 3700, the secondary recording unit 3708 
records the received encrypted digital data and the 
attribute information on the second recording medium 
3709. In addition, the secondary recording unit 3708 
records the management information 3301 shown in 
Fig. 18 on the second recording medium 3709. The 
decryption unit 3505 creates a decryption key according 
to the medium identification information and the appara- 
tus identification information that have been transferred 
from the inherent information obtaining/transfer unit 
3707, and decrypts the encrypted digital data that has 
been transferred from the reproducing information read- 
ing unit 3502 using the created decryption key. Note that 
other parts of the structure of the second digital data 
recordingyplayback apparatus 3710 are almost the 
same as the digital data playback apparatus in the sixth 
embodiment. 

[0225] Here, an explanation will be given when the 
second recording medium 3709 is composed of an IC 
card that is fixed in the second digital data record- 
ing/playback apparatus 3710. In this case, since the 
second recording medium 3709 is only used in the sec- 
ond digital data recording/playback apparatus 3710, the 
inherent information obtaining/transfer unit 3707 
obtains no medium identification information and 
informs the inherent information obtaining unit 3705 of 
the apparatus identification information that the inherent 
information obtaining/transfer unit 3707 stores. Mean- 
while, the inherent information obtaining/transfer unit 
3707 informs the decryption unit 3505 at the apparatus 
identification information. 

[0226] As has been described, it depends on 
whether the second recording medium 3709 in the sec- 
ond digital data recording/playback apparatus 3710 is 
removable that an encryption key for encrypt digital data 
is created according to the combination of the medium 
identification information and the apparatus identifica- 
tion information or the apparatus identification informa- 
tion. By doing so, unauthorized duplication and 
reproduction of digital data can be prevented. 
[0227] Here, an explanation of operations in the 
seventh embodiment will be given with reference to the 
flowchart shown in Fig. 24. 

[0228] First, the received data primary recordyjudg- 
mg unit 3702 awaits an instruction of the secondary 
recording of digital data from the input operation unit 
3105 (step S3902), and judges whether the primary 
recording of the digital data is permitted on referring to 
the attribute information 3801 (step s3904). When the 
primary recording is not permitted, the received data 
primary record/judging unit 3702 has the display unit 
3104 indicate that the primary recording is not permitted 



(step s3906) to complete the processing. 
[0229] When the primary recording is permitted the 
received data primary record/judging unit 3702 informs 
the primary recording unit 3703 of the digital data The 
5 primary recording unit 3703 records the digital data and 
the management information on the first recording 
medium 370 1 (step s3908) . 

[0230] Next, the accounting information recording 
unit 3109 judges whether the primary recording is 
io charged (step s3910), and records the accounting infor- 
mation on the accounting information recording medium 
3110 when the primary recording is charged (step 
S3912). K 

[0231] Then, the received data read/judging unit 
is 3704 judges whether the secondary recording of the 
digital data that has been recorded on the first recording 
medium 3701 is permitted on referring to the attribute 
information 3801 that has been stored in the received 
data primary record/judging unit 3702 (step s3914) 
20 When the secondary recording is not permitted the 
received data read/judging unit 3704 has the display 
unit 3104 indicate that the secondary recording is not 
permitted (step s3916) to complete the processing. 
[0232] When the secondary recording is permitted 
25 the received data read/judging unit 3704 reads the dig- 
ital data from the first recording medium 3701, informs 
the encryption unit 3706 of the read digital data, and 
instructs the inherent information obtaining unit 3705 to 
obtain the inherent information from the second digital 
so data recording playback apparatus 3710. The inherent 
information obtaining unit 3705 obtains the inherent 
information and informs the encryption unit 3706 of the 
obtained inherent information (step s3918). The encryp- 
tion unit 3706 creates an encryption key according to 
35 the received inherent information (step s3920), encrypts 
the received digital data, and outputs the encrypted dig- 
ital data to the secondary recording unit 3708 in the sec- 
ond digital data recording/playback apparatus 3710. 
[0233] The secondary recording unit 3708 records 
40 the encrypted digital data, the attribute information, and 
the management information on the secondary record- 
ing medium 3709 (step S3922). 

[0234] The accounting information recording unit 

3109 judges whether the secondary recording is 
45 charged (step s3924), and records the accounting infor- 
mation on the accounting information recording medium 

3110 when the secondary recording is charged (step 
S3926) to complete the processing. 
[0235] Note that operations in reproducing the dig- 

so rial data by the second digital data recording/playback 
apparatus 3710 are almost the same as operations by 
the digital data playback apparatus in the sixth embodi- 
ment, so that no explanation will be given. 

55 (Another Example) 

[0236] While the digital data is encrypted in the sev- 
enth embodiment using the encryption key according to 



BNSDOCID: <EP 1018733A1_I_> 



20 



39 



EP1 018 733 A1 



40 



the combination of the apparatus identification informa- 
tion of the second digital data recording/playback appa- 
ratus 3710 and the medium identification information of 
the second recording medium 3709 when the second 
recording medium 3709 is removable, the form of 
encryption is designated by the user (it is designated by 
the user whether the encryption key is created accord- 
ing to only the medium identification information or the 
combination of the medium identification information 
and the apparatus identification information) to increase 
the degree of freedom of usage patterns in this another 
example of the seventh embodiment. More specifically, 
when reproduced with the second digital data record- 
ing/playback apparatus 3710, the digital data of music 
that has been recorded on the second recording 
medium 3709 is encrypted using the medium identifica- 
tion information and the apparatus identification infor- 
mation at the time of recording. When reproduced with 
another digital data playback apparatus (an apparatus 
that decrypts encrypted digital data using the medium 
identification information as the decryption key), the dig- 
ital data is encrypted using the medium identification 
information at the time of recording. As a result, the form 
of encryption can be selected according to the usage 
pattern. 

[0237] On the other hand, the secondary recording 
charges are determined according to the degree of free- 
dom of usage pattern to protect the copyright. 
[0238] Here, an explanation of the structure of the 
first digital data recording apparatus and the second 
digital data recording/playback apparatus in the other 
example of the seventh embodiment will be given. Note 
that the functions of the first digital data recording appa- 
ratus and the second digital data recording/playback 
apparatus in this example are realized by adding a few 
functions to those of the first digital data recording appa- 
ratus 3700 shown in Fig. 22. As a result, an explanation 
of only the parts of structure that are different from the 
seventh embodiment will be given with reference to Fig. 
22 that has been used in the explanation of the seventh 
embodiment. 

[0239] Fig. 25 shows part of attribute information 
31001 that is stored in the received data primary 
record/judging unit 3702. The attribute information 
31001 is different from the attribute information 3801 
shown in Fig. 23 in the contents of the secondary 
recording charges 3802 and secondary recording 
charges 31002. 

[0240] A secondary recording charge 31002 
depends on whether the encryption key used in the 
encryption of digital data is created according to the 
medium identification information (medium ID) 31003, 
the apparatus identification information (apparatus ID) 
31004, or the combination of the medium identification 
information and the apparatus identification information. 
When the encryption key has been created according to 
the medium identification information 31003, the music 
data can be reproduce by using the second recording 



medium 3709 in another apparatus and the degree of 
freedom of the user is increased. As a result, the sec- 
ondary recording charge (secondary replication charge) 
is higher than when the encryption key has been cre- 

5 ated according to the apparatus identification informa- 
tion 31004 and the combination of the medium 
identification information and the apparatus identifica- 
tion information 31005. By doing so, the replication 
charge is determined according to the usage pattern. 

10 [0241] When informed of the apparatus identifica- 
tion information and the medium identification informa- 
tion from the inherent information obtaining/transfer unit 
3707, the inherent information obtaining unit 3705 has 
the display unit 3104 indicate whether the second 

15 recording medium 3709 is used in the second digital 
data recording/playback apparatus 3710 or in another 
apparatus to await the user selection. 
[0242] The user designates the second digital data 
recording/playback apparatus 3710 or another appara- 

20 tus using the input operation unit 3105, i.e., to create the 
encryption key according to the medium identification 
information or to create the encryption key according to 
the combination of the medium identification information 
and the apparatus identification information. 

25 [0243] The input operation unit 3105 informs the 
received data primary record/judging unit 3702 of the 
user's designation. 

[0244] When informed by the input operation unit 
3105 that another apparatus is to be used, the received 

30 data primary record/judging unit 3702 informs the 
accounting information recording unit 3109 that the sec- 
ondary recording charge 31002 is determined accord- 
ing to the encryption key that is created using the 
medium identification information 31003. On the other 

35 hand, when informed that only the second digital data 
recording/playback apparatus is to be used, the 
received data primary record/judging unit 3702 informs 
the accounting information recording unit 3109 that the 
secondary recording charge 31002 is determined 

40 according to the encryption key that is created using the 
combination of the medium identification information 
and the apparatus identification information 31 005. 
[0245] When informed by the input operation unit 
3105 that another apparatus is to be used, the inherent 

45 information obtaining unit 3705 informs the encryption 
unit 3706 of only the medium identification information 
31003. On the other hand, when informed by the input 
operation unit 3105 that only the second digital data 
recording/playback apparatus 3710 is to be used, the 

so inherent information obtaining unit 3705 informs the 
encryption unit 3706 of the combination of the medium 
identification information and the apparatus identifica- 
tion information 31005. 

[0246] When informed by the encryption unit 3706 
55 that the encrypted digital data has been transmitted to 
the secondary recording unit 3708, the accounting infor- 
mation recording unit 3109 refers to the secondary 
recording charge 31002 in the attribute information 
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31001 that has been informed of by the received data Claims 
primary record/judging unit 3702, and records the 
accounting information on the accounting information 
recording medium 3110. 

[0247] Note that it is needless to say that, in this 
example, when the second recording medium 3709 is a 
removable DVD- RAM, the encryption key can be cre- 
ated only according to the identification information 
inherent to the DVD- RAM, the digital data can be re- 
encrypted using the created encryption key, and the re- 
encrypted digital data can be recorded as in the case of 
the sixth embodiment. 

[0248] Meanwhile, operations in this example are 
essentially the as in the seventh embodiment, so that no 
explanation will be given. 

[0249] Note that it is possible to suppose that the 
accounting information recording media 31 10 and 3508 
are realized by IC cards, for instance, and the digital 
data is not recorded and reproduced without setting the 
IC cards in the sixth and seventh embodiments and in 
the example. 

[0250] In addition, while the digital data that is 
received by the communication unit 31 1 0 has been sup- 
posed to be music data in the sixth and seventh embod- 
iments and in the example, the digital data can be video 25 
data, audio data, character data, and the combination of 
them. 

[0251] While the structures of the digital data 
recording apparatus, the digital data playback appara- 
tus, and the digital data recording/playback apparatus so 
are shown in Figs. 16, 20, and 22, it is possible to record 
a program realizing the functions of the elements on a 
computer-readable recording medium such as a floppy 
disk, to use the computer-readable recording medium in 
a digital data recording/playback apparatus that has no 35 
function of protecting copyrights, and to have the digital 
data recording/playback apparatus has a function of 
protect copyrights. - 

[0252] Although the present invention has been 
fully described by way of examples with reference to the 40 
accompanying drawings, it is to be noted that various 
changes and modifications will be apparent to those 
skilled in the art. Therefore, unless such changes and 
modifications depart from the scope of the present 
invention, they should by construed as being included 45 
therein. 
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A digital data recording apparatus for recording dig- 
ital data on a recording medium, comprising: 

communication means for receiving encrypted 
digital data via a digital network; 
decryption means for decrypting the encrypted 
digital data that has been received by the com- 
munication means; 

encryption means including a plurality of 
encryption units that re-encrypt decrypted dig- 
ital data in encryption systems having different 
security levels; 

recording means for recording digital data that 
has been re-encrypted by the encryption 
means on the recording medium; and 
a controller for controlling the decryption 
means and the encryption means, wherein 
the controller has one of the plurality of encryp- 
tion units re-encrypt the digital data that has 
been decrypted by the decryption means. 

The digital data recording apparatus according to 
Claim 1 , wherein 

the digital data that has been recorded on the 
recording medium is reproduced by a playback 
apparatus, 

the encryption means includes: 
a first encryption unit for re-encrypting digital 
data using an encryption key that has been cre- 
ated according to identification information of 
the recording medium; and 
a second encryption unit for re-encrypting dig- 
ital data using an encryption key that has been 
created according to identification information 
of the playback apparatus; and 
the controller judges whether the recording 
medium is removable from the playback appa- 
ratus, has the first encryption unit re-encrypt 
the decrypted digital data when the recording 
medium is removable from the playback appa- 
ratus, and has the second encryption unit re- 
encrypt the decrypted digital data when the 
recording medium is not removable from the 
playback apparatus. 



[0253] As has been described the digital data 
recording apparatus according to the present invention 
protects copyrights, reduces the cost of playback appa- 
ratus. As a result, the digital data recording apparatus is 
suitable for recording electronically-distributed digital 
data that has been encrypted in different encryption 
systems, especially for recording electronically-distrib- 
uted music data. 
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The digital data recording apparatus accoiding to 
Claim 1, further comprising accounting means for 
conducting an accounting process via the digital 
network, wherein 

the controller determines an accounting value 
according to an encryption unit that has re- 
encrypted the decrypted digital data, and con- 
trols the accounting means so that the control- 
ler conducts the accounting process according 
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to the determined accounting value. 

The digital data recording apparatus according to 
Claim 3, wherein 

the digital data that has been recorded on the 
recording medium is reproduce by a playback 
apparatus, 

the encryption means includes: 
a first encryption unit for re-encrypting digital 
data using an encryption key that has been cre- 
ated according to identification information of 
the recording medium; and 
a second encryption unit for re-encrypting dig- 
ital data using an encryption key that has been 
created according to identification information 
of the playback apparatus; and 
the controller judges whether the recording 
medium is removable from the playback appa- 
ratus, has the first encryption unit re-encrypt 
the decrypted digital data when the recording 
medium is removable from the playback appa- 
ratus, and has the second encryption unit re- 
encrypt the decrypted digital data when the 
recording medium is not removable from the 
playback apparatus. 

The digital data recording apparatus according to 
Claim 4, wherein the controller prohibits the decryp- 
tion means from decrypting the encrypted digital 
data when the encryption means fails to create any 
encryption key. 

The digital data recording apparatus according to 
Claim 1, wherein the security levels of the encryp- 
tion systems in which the plurality of encryption 
units re-encrypt decrypted digital data are lower 
than security levels of encryption systems in which 
encrypted digital data that are to be received by the 
communication means have been encrypted. 

The digital data recording apparatus according to 
Claim 1 , wherein 

the encrypted digital data that is received by 
the communication means has been encrypted 
in one of encryption systems having different 
security levels and includes attribute informa- 
tion that indicates the encryption system, 
the decryption means includes a plurality of 
decryption units that decrypt encrypted digital 
data that have been encrypted in the encryp- 
tion systems, and 

the controller judges the encryption system in 
which the encrypted digital data has been 
encrypted according to the attribute informa- 
tion, and controls the decryption means so that 
one of the plurality of decryption units corre- 



sponding to the judged encryption system 
decrypts the encrypted digital data. 

8. The digital data recording apparatus according to 
Claim 7, further comprising accounting means for 
conducting an accounting process via the digital 
network, wherein 

the controller determines an accounting value 
according to a decryption unit that has 
decrypted the encrypted digital data and an 
encryption unit that has re-encrypted the 
decrypted digital data, and controls the 
accounting means so that the controller con- 
ducts the accounting process according to the 
determined accounting value. 

9. A digital data recording method of recording digital 
data on a recording medium, comprising: 

a communication step for receiving encrypted 
digital data via a digital network; 
a decryption step for decrypting the encrypted 
digital data that has been received at the com- 
munication step; 

an encryption step for re-encrypting decrypted 
digital data in one of a plurality of encryption 
systems having different security levels; and 
a recording step for recording digital data that 
has been re-encrypted at the encryption step 
on the recording medium. 

10. The digital data recording method according to 
Claim 9, wherein 

the encrypted digital data that is received at the 
communication step has been encrypted in 
one of encryption systems having different 
security levels arid includes attribute informa- 
tion that indicates the encryption system, 
the digital data recording method, further com- 
prising a judging step for judging one of the plu- 
rality of encryption systems according to the 
attribute information, wherein 
the decryption step decrypts the encrypted dig- 
ital data according to the judgement at the 
judging step. 



11. A computer-readable recording medium that is 
so applied to a digital data recording apparatus for 
recording digital data on a first recording medium, 
the computer-readable recording medium storing a 
program that has a computer execute steps: 

55 a communication step for receiving encrypted 

digital data via a digital network; 
a decryption step for decrypting the encrypted 
digital data that has been received at the corn- 
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munication step; 

an encryption step for re-encrypting decrypted 
digital data in one of a plurality of encryption 
systems having different security levels; and 
a recording step for recording digital data that 5 
has been re-encrypted at the encryption step 
on the recording medium. 

!. The computer-readable recording medium accord- 
ing to Claim 1 1 , wherein w 

the encrypted digital data that is received at the 
communication step has been encrypted in 
one of encryption systems having different 
security levels and includes attribute informa- is 
tion that indicates the encryption system, 
the digital data recording method, further com- 
prising a judging step for judging one of the plu- 
rality of encryption systems according to the 
attribute information, wherein 20 
the decryption step decrypts the encrypted dig- 
ital data according to the judgement at the 
judging step. 
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